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Abstract

With the broad adoption of smartphones, the Internet of Things (IoT) and artificial
intelligence (Al) technologies, people are contributing to the generation of increasingly
rich and sensitive digital footprints as they go about their daily lives. The privacy risks
associated with the large and diverse amounts of data collected by these new technolo-
gies are compounded by increasingly widespread data sharing and data mining practices.
In response to these developments, new privacy regulations have been introduced, such
as Europe’s General Data Protection Regulation (GDPR) and the California Consumer
Privacy Act (CCPA). These regulations aim to increase transparency and control over
the collection and use of one’s personal data, yet they have also inadvertently increased
user burden when it comes to managing one’s privacy. In the United States, the prevail-
ing legal framework for privacy revolves around the concept of “Notice and Choice.”
Notifying data subjects about all relevant data collection practices and empowering
them to effectively exercise control over these practices in accordance with applicable
regulations has become highly impractical. The amount of time and effort needed for a
user to read all privacy policies and configure all privacy settings is unrealistically high.

This dissertation explores the diversity of people’s privacy attitudes across contexts
associated with the recent introduction of new technologies. Specifically, we look at (1)
new data collection and use scenarios associated with the recent deployment of video
analytics technologies across an increasingly broad range of contexts, (2) the privacy
challenges arising from the proposed adoption of COVID-19 vaccination mandates and
associated vaccination certificates, and (3) the effectiveness of mobile app privacy labels
to inform mobile users about the data collection and use practices of mobile apps. Work
presented herein is informed by the Contextual Integrity framework, which identifies
key contextual parameters influencing people’s privacy expectations and preferences.
Through a collection of user studies, this thesis aims to shed light on the diversity of
people’s privacy attitudes in these different contexts and the challenges they give rise to.
This includes looking at the complexity of informing people about the data practices
associated with a representative set of video analytics scenarios, people’s perception of
privacy trade-offs associated with COVID-19 vaccination mandates and certificates in
different contexts, and finally the challenges associated with the development of mobile
app privacy labels capable of effectively addressing people’s diverse privacy concerns.

This dissertation illustrates the complexity and diversity of people’s privacy expec-
tations and preferences across these different scenarios. It reveals privacy expectations
that apply across broad segments of the population as well as differences in expectations
among different groups of people. It shows how clustering techniques can be used to
develop finer models of people’s privacy expectations and preferences. It documents the
challenges in reconciling privacy and user burden consideration and suggests possible
solutions that range from regulations requiring APIs to communicate privacy decisions,
to the use of clustering models to assist users in managing their privacy decisions.
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Chapter 1

Introduction

1.1 Background and Privacy Challenges

With the broad adoption of technologies such as smartphones, cameras, and Internet of Things (IoT)
systems, an increasing amount of information is collected about us. Smartphone usage continues
to grow in the U.S. and around the worl8l p22 223 226 227]. These devices are capable of
continuously collecting a broad range of data such as location, audio, video, tness data, and
much more 111]. According to Pew Research, 54% of mobile app users have refrained from
using an app, 30% have declined to install an app, and 19% have disabled location tracking on
their devices due to privacy concerr®]. These ndings indicate that a signi cant number of
individuals are concerned about the collection and use of their information by the apps on their
mobile devices. In the meanwhile, the number of connected IoT devices is expected to reach 15.9
billion in 2030 [224]. These devices and systems themselves increasingly produce data streams that
are fed into machine learning algorithms. For instance, video footage is increasingly processed
by video analytics functionality, whether it is for face recognition, facial expression recognition,
scene recognition, or some other purpo&é( 123 144, 259. Data privacy has been a central area

of concern surrounding the deployment of 10T technologl€d] especially when these systems

rely on the collection and use of personally identi able informatidi, [L76, 178. Much of the

data collection and processing in mobile and 10T is taking place without users' knowledge, let
alone their consent. Another trend that has accelerated over the past few years revolves around the
use of digital technologies and the demand for disclosing information for public safety and public
health purposes. This ranges from requests by public authorities to hand over Ring doorbell video
footage, to mandates by the government to show proof of vaccination or sharing contact tracing data
on smartphoneslP9 160 168 171]. For instance, vaccination certi cates have become a prime
example of this phenomenon as the prolonged and devastating COVID-19 pandemic has affected
every aspect of people's lives. The collection and use of the information contained in vaccination
certi cates, such as an individual's ID number, full name, date of birth, gender, nationality, and
vaccination records, may not be restricted to its intended context or purposes, especially when
without proper policies and technology-backed measures. The digitization and re-purposing of
this information pose signi cant risks, including privacy violations, with the potential of widening
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inequalities, and discrimination [23, 41, 99, 140, 232].

In response to some of these developments and challenges, new privacy regulations have been
introduced, such as Europe's General Data Protection Regulation (GDPR), the California Consumer
Privacy Act (CCPA), and the California Privacy Rights Act (CPRA), aimed at safeguarding individ-
uals' privacy and data protection rights. However, despite these efforts, regulations often lag behind
technological advancements, making it challenging to keep up with the ever-evolving data collection
and processing practices. Sometimes these regulations can also be aspirational and may be dif cult
to implement using existing technologies. This gap between regulations and technology is further
exacerbated by the emergence of new technologies such as arti cial intelligence, machine learning,
and especially deep learning, which present novel challenges to privacy and data protection. Though
existing regulations aim to increase transparency and control over the collection and use of personal
data, they have inadvertently also increased user burden associated with managing one's privacy.
More and more details about the data collection, such as the purposes for which data is collected
and used or whether the collected data is shared with third parties, need to be communicated to
users to help them make informed privacy decisions. This is a positive development, as research has
consistently shown that people's privacy expectations and preferences vary with the purpose for
which data is collected and with whom that data might be shared. Yet, providing people with this
additional information further increases the amount of time and effort they would have to devote
to learn about the data practices of technologies with which they interact. The same is true for
privacy controls (e.g., opt-in/opt-out) as well as data subject rights. While regulatory requirements
to offer these to users are bene cial to consumers, it is unclear that people actually have the time
and motivation to engage with these options and really take advantage of them. Whether it is while
browsing the web or interacting with smartphones, users are expected to manage an unrealistically
large number of privacy decisiod36, 138. For instance, a typical smartphone user can easily
have well over 100 permission settings to con gure on their smartphblik 137, 225. In loT
environments, users are often unaware of the presence of multiple sensors and lack interfaces to
restrict the collection and use of their data [51, 104, 259].

Information privacy is about informing people about the collection and use of their data and
about empowering them to exercise adequate control over these pro@tgesn the United
States, the prevailing legal framework for privacy revolves around the concept of “Notice and
Choice.” Notice is typically addressed through the publication of a privacy policy. In practice, users
seldom read these privacy policies, which are not just long and dif cult to read but also tend to be
ambiguous or silent about important issug49. Choice is typically offered in the form of opt-in or
opt-out decisions such as the recently introduced “Do Not Sell” opt-outs required by CCPA/CPRA,
and the opt-in choices mandated by GDPR. Choices are also supplemented with additional data
subject rights such as the right to erasure or the right to obtain a copy of one's data. Notifying data
subjects about all relevant data collection practices and expecting them to take advantage of all the
choices made available to them thanks to new regulations is imprad®@&l459. The user burden
needed to take advantage of this information and these controls is unrealistically high, often leading
people to a state of resignation, where they effectively give up on the idea of trying to control the
collection and use of their data. Examples of resignation abound, from people's attitudes toward
cookie consent interfaces [237] to how people feel about managing privacy on social media [148].
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1.2 Thesis Contributions

This dissertation explores the diversity of people's privacy attitudes across contexts that are rep-
resentative of recent developments in society, including the broad adoption of mobile and loT
technologies as well as the introduction of vaccination requirements that have emerged as a result
of the COVID pandemic. Through a collection of user studies, this thesis also sheds light on the
challenges associated with empowering people to exercise their right to be informed about and
exercise control over the collection and use of their data, given the diversity and complexity of their
privacy attitudes. Speci cally, we look at new data collection and use scenarios associated with the
recent deployment of video analytics technologies across an increasingly broad range of contexts,
the privacy challenges arising from the proposed adoption of COVID-19 vaccination mandates and
associated vaccination certi cates, and the effectiveness of mobile app privacy labels to inform
mobile users about the data collection and use practices of mobile apps. Work presented herein
is informed by the Contextual Integrity framework, which identi es key contextual parameters
in uencing people’'s privacy expectations and preferend€®]. As emerging technologies continue
to proliferate, privacy norms are also changing in response to people's growing knowledge and
awareness of these technologies as well as their experience interacting with these technologies. Find-
ings from this dissertation can provide valuable insights into the evolving privacy norms surrounding
these emerging technologies, and help inform the design of public policies and regulations. It is
crucial for regulators to recognize that users' privacy preferences are diverse and context-dependent.
Instead of expecting users to repeatedly engage with tedious privacy management tasks, regulators
should be open to and in fact promote the adoption of technologies that can empower users to
exercise their privacy rights without overwhelming them with repetitive manual tasks. Usable
mechanisms should be developed, tested, and made available to assist users in managing their
privacy choices in alignment with their unique preferences as they pertain to the context at hand.
The main contributions of this thesis include:
* The development of detailed models of people's privacy expectations and preferences across
a broad cross-section of realistic data collection and use practices associated with video
analytics deployments, COVID-19 vaccination certi cate deployment, and mobile app privacy
notice. This includes the identi cation of key contextual parameters in uencing people's
privacy expectations and preferences across these scenarios.

* Beyond the identi cation and modeling of privacy expectations and preferences that re ect
attitudes of broad cross-sections of the population, this dissertation also offers a ner-grained
analysis of how some privacy expectations and preferences also vary from one individual to
another, and how subgroups of like-minded individuals can often be identi ed and modeled
using clustering techniques.

* We show how user models resulting from our analysis, including the identi cation of clusters
of like-minded individuals, and the introduction of new (APIs) could also serve as a basis for
reducing user burden when it comes to managing notice and choice functionality designed to
empower users to regain control over their data.

* Our ndings shed new light on the unrealistic burden currently placed on users when it comes
to managing their privacy across common mobile app and video analytics deployment scenar-
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ios. We argue that these ndings provide strong support for the introduction of additional
regulation that would require the availability of mechanisms, APIs, and protocols designed to
reduce user burden. We detail some of such mechanisms in the context of loT, mobile app,
and web browsing scenarios.

1.3 Thesis Outline

The organization of this thesis is as follows: Chapter 2 provides a summary of prior research on
usable privacy notices and control mechanisms. It reviews prior work on modeling users' privacy
expectations and preferences and the Contextual Integrity framework for studying privacy. Chapter

3 presents an experience sampling study that explores users' privacy expectations and preferences
in the context of realistic video analytics deployment scenarios and uses machine learning to model
individuals' privacy preferences. Chapter 4 describes a study that focuses on addressing privacy
expectations towards the use of COVID-19 vaccination certi cates and mandates. It also includes a
large-scale analysis of privacy norms. Chapter 5 and 6 present a sequence of two studies focused
on the limitations of current mobile app privacy labels, namely succinct and standardized labels
intended to inform people about particularly salient data collection and use practices. Chapter 5
describes an interview study that explores lay users' experiences, understanding, and perceptions
of iI0S app privacy labels in the iOS App Store. Chapter 6 details an analysis of a crowd-sourced
corpus of privacy questions collected from mobile app users. The analysis suggests that people's
privacy questions are diverse and that an important percentage of these questions are not answered
or only partially addressed in today's labels. Finally, the last chapter of this dissertation provides a
more detailed discussion of this dissertation's contributions, implications, and future possible work.



Chapter 2
Related Work

2.1 Usable Privacy Notices and Control Mechanisms

The prevailing legal framework for privacy in the U.S. is built upon the concept of “Notice and
Choice” derived from the Fair Information Practices Principles (FIPREH [ Privacy notices are
declarations of how entities collect, process, retain, and share personal data. We rst summarize the
privacy literature on four key criteria for usable and effective privacy notices. Then we review prior
research on privacy choice.

2.1.1 Usable and Effective Privacy Notice

First, thereadability of privacy notices is crucial for conveying information. Research has repeatedly
shown privacy policies are too long and often require unrealistic education levels t®8483,

215, discouraging people from reading the68] 149, 153 215 242. Research also indicates that
concise privacy notices written in plain language tend to be more effective than lengthy privacy
policies [62, 88].

Second, effective privacy notices should prommtenprehensionby the intended audience.
Privacy policies often use legal jargon and vague language to allow potential future uses of collected
data [L94], making it dif cult for an average person to comprehend the disclosed data praclices |
35,193 239. Vu and colleagues' eye-tracking study found that participants poorly comprehended
privacy policies even if they were written at their level of educatidd3. Researchers have
proposed non-textual privacy notices in addition to privacy policies to convey privacy concepts,
such as various indicator&95 and icons 155, but user comprehension of these notices remains a
challenge [96].

Third, saliencedetermines the likelihood that people will actually nd and pay attention to
privacy notices. Effective privacy notices should be prominently displayed and easy to access both
initially and when users want to revisit them. An eye-tracking experiment found that participants
were more likely to read and understand privacy policy information when it was displayed by default
rather than accessible only by following a lirk4g. Another study found that a prototype Android
app privacy label was more likely to be noticed and remembered by users when displayed after they
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downloaded an app than when displayed only in the app s26feA recent study also indicates
that concise privacy notices displayed in a salient way signi cantly increased user awareness of
potentially risky data practices [62].

Forth,relevancealso impacts the effectiveness of privacy notices. Frequent exposure to lengthy
privacy policies containing too much irrelevant information may cause privacy fatgfiieThere-
fore, privacy notices should highlight the most relevant information to their audience, particularly
about unexpected, risky data practicé4, [L87]. Also, contextually relevant privacy notices tend
to more effective 3, 205. “Just-in-time” notices like mobile app permissions can provide users
contextual information when a speci ¢ data practice is about to happen, allowing them to make
informed privacy decisions when choices are also provided [73, 205].

2.1.2 Usable Privacy Control Mechanisms

Even though privacy notices are necessary to inform data subjects, usable privacy controls are
also imperative to empowering users to exercise the necessary actions they desire g Afike [
Prior research has shown users who were noti ed about data practices but lack control can resort
to privacy resignatior43]. Actually, actionable information abogbntrol makes privacy notices

more useful. This typically means integrating privacy notices with privacy choices (e.g., consent,
control options), allowing users to take actions about their privacy based on the disclosures in
the notices49, 75, 205. One prevalent example of presenting privacy information and obtaining
consent is the “ask on rst use” approach used by app permissions management systems on Android
and iOS [26, 152].

Recent years has also seen a growing amount of user-centered research on usable and effective
privacy choice, especially since the introduction of privacy regulations, which mandated a prolifera-
tion of privacy settings. For example, since the introduction of GDPR, cookie consent interfaces man-
dated by GDPR have received considerable attention in the research comrbbn@ty, [L142, 165.

Similarly, Pearman et al. investigated the usability of different health data disclosure authorization
designs for a healthcare chatbot in compliance with HIPAA and argued the need for research on al-
ternate approaches to obtain meaningful conser|[ Moreover, there has been a growing number

of user studies that aim to effectively communicate privacy choices to users with the help of tools
such as icons, pop-ups, labels, dashboards, and nudges [6, 10, 96, 113, 114, 155, 165, 195, 201].

One barrier to usable privacy controls is dark patterns, namely practices designed to in uence
users to make privacy choices that ostensibly are not in their best int@@gstjark patterns
has been found in cookie consent interfac&, [in emails to unsubscribe from marketing com-
munications 92]. Recently, Habib and Cranor synthesizes the approaches used in prior usability
evaluations and introduced a comprehensive framework for systematically conducting evaluations
of privacy control mechanism®84]. They de ned usability for privacy choices in terms of seven
aspects, and their framework can help provide design recommendations that would improve the
usability of these choice mechanisms.
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2.1.3 Designing and Implementing Privacy Assistants

The past ten years have seen a proliferation of privacy settings, whether to enable users to block web
trackers or to deny mobile apps access to their location. In practice however, users often struggle to
con gure privacy settings to match their privacy preferences, whether it is because these settings are
unintelligible [204], or because the number of available settings is unmanageall&q 138 217,

or both.

To overcome these usability challenges, recent research has advocated the introduction of
“privacy assistants” to (1) notify people about sensitive data collection and use practices and
motivate them to manage associated privacy settih@ls dnd to (2) also help them con gure
privacy settings [139, 188]. Privacy assistants can be enhanced by incorporating machine learning
models of individuals' privacy preferences to further reduce user buti#) 138 139 217, 249.

For example, Liu et al. successfully demonstrated an Android privacy assistant app that relied
on machine learning to generate personalized recommendations about which permission to grant
or deny to different apps based on a small number of personalized questions answered by each
user fL39. Users could review the recommendations and decide whether or not to accept them. The
authors report on a pilot of this technology in the wild, with users indicating they saw value in the
way in which this technology made it easier for them to manage a large number of privacy decisions
without taking away control over their privacy decisions.

There is a growing body of research focusing on helping people manage their privacy in loT
contexts 1, 65. This work ranges from the delivery of machine-readable privacy notices to
users who are responsible for manually making all privacy decisibt®f fo functionality that
leverages models of individuals' privacy preferences to help them manage their privacy. The
latter includes the use of machine learning to generate privacy setting recommendations that users
can review and accept (or rejecy3d9 as well as functionality that attempts to automate some
privacy decisions on behalf of usegb]. Recent work generally indicates that people appreciate
privacy assistant technology that helps them manage privacy decisions, while it also reveals that
not everyone feels the same way about how much control they are willing to give up in return for a
lighter user burden43]. The work reported herein is intended to supplement this prior research by
providing a more in-depth understanding of individuals' privacy expectations and preferences in
the context of a diverse set of video analytics scenarios. By understanding how rich and diverse
people's expectations and preferences actually are across these scenarios, we aim to build a better
understanding of the complexity involved in notifying people about the presence of video analytics
deployments and in enabling them to effectively manage associated privacy choices.

2.2 Sampling and Modeling Privacy Preferences

We review previous research on privacy preference modeling. Prior work has shown that individual
privacy preferences vary greatly from one person to another and across different data collection
and use scenario§28 136 217. One-size- ts-all models are often unable to capture individuals'
diverse privacy preferences when it comes to the collection and use of their data by mobile and
loT technologies. Research on mobile app permission preferences has shown that it is often
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possible to identify common patterns among the privacy preferences of different subgroups of
users 108 135 136, 138 147, 191]. Some of this work has also demonstrated the use of machine
learning models to predict individuals' privacy preferenck3q 138 247 and help them manage

their privacy decisions [139, 249].

Prior research has also successfully implemented the method using real users with their own
devices 139. For example, Liu et al. demonstrated an Android privacy assistant app that relied
on machine learning to generate personalized recommendations about which permission to grant
or deny to different apps based on a small number of personalized questions answered by each
user fL39. Users could review the recommendations and decide whether or not to accept them. The
authors report on a pilot of this technology in the wild, with users indicating they saw value in the
way in which this technology made it easier for them to manage a large number of privacy decisions
without taking away control over their privacy decisions.

Researchers also have made initial progress in discovering privacy norms with loT technologies
in general by sampling people's privacy expectations and preferences through vignette scenarios
using large-scale online surveyi 158. However, vignette studies are limited because participants
have to imagine themselves in hypothetical scenarios that are not immediately refigvaiie]
experience sampling method (ESM), where both the context and content of individuals' daily life
are collected as research data, better examine links between external context and the contents of the
mind [100. Particularly, mobile-based ESM can prompt participants with the actual context they
are in, enabling the collection of higher quality, more valid resporaggH7]. This motivates us to
use ESM to elicit people's privacy expectations and preferences.

2.3 Studying Privacy through Contextual Integrity

The theory of Contextual Integrity (CILp2 163 provides a practical way to study privacy and
assess the implications of data handling practices. Cl de nes privacy in terms of the appropriate
and legitimate ow of information. Appropriate ow, generally, is a function of conformance with
established contextual norms, which are expressible in terms of ve Cl parameters: three actor
parametersgender, recipient , information subject ), anattribute parameter, specifying
the type of information, and theansmission principle parameter, constraining the conditions
under which information ows. Being able to specify the values for all 5 parameters is imperative
to evaluating the privacy implication of any practice involving information ows. CI posits that a
potential privacy violation occurs when one, or more of the information ow parameters, deviates
from an established norm. For example, it might be considered appropriate for a doctor to collect
the patient's date of birth and prescription drug use for diagnosis purposes. However, if the doctor
were to collect this information for advertising purposes or sharing with a pharmaceutical company,
the resulting ow—with a different transmission principle and recipient—would deviate from the
established expectation.

Nissenbaum'’s privacy as contextual integrity framewdr&d] is a theory well suited to evaluate
the appropriateness of data practices of new technologies by considering important contextual
factors, such as in the case of video analytics deployments and vaccination certi cate (VC) deploy-
ments. There are increasing privacy concerns about pandemic mitigation technologies re-sharing
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people's personal information, such as controversies related to contact tracing data being shared
with law enforcement@l, 151, 197]. Building on the insights from prior studies structured by
Cl[14, 16, 146, 213, our work on VCs focuses on assessments of appropriateness that explicitly
distinguish between initial information ows (i.e., when the data subject is the sender) and the
subsequent re-distribution practices (when sender is a different party from subject.) Our study draws
on CI to uncover the factors that are likely to affect people's attitudes and acceptance of re-sharing
of information associated with VCs. Accordingly, our study draws on Cl to compare reactions both
to the initial information ows as well as to the subsequent re-sharing of VC information. The
outcome we seek is a comprehensive understanding of people’s attitudes towards the complicated
information sharing practices associated with VCs.

However, privacy norms can vary across societies/cultures and may change over time. For
example, Gerdon et gB84] conducted a Cl-based longitudinal study in Germany in 2019, before
the pandemic, examining people's acceptance of using individual health data during a pandemic,
for public health or for private purposes. In 2020, in the wake of the pandemic, they were able to
perform another such (opportunistic) study. Through the lens of Cl their ndings revealed that the
COVID-19 pandemic altered German individuals' perspective on sharing health data with a public
agency, from least acceptable before the pandemic to acceptable in the wake of the COVID-19
pandemic. Open questions remain on whether the perception will swing back after the pandemic
subsides. In another Cl-based study, Utz ef288] examined how these applications handle health
information and people's willingness to adopt them in Germany, the US, and China. They found that
participants from Germany and the US perceived sharing “corona app” data with law enforcement
agencies as inappropriate. Nevertheless, a restrictive transmission principle (e.g., limited purpose or
use) increases the overall appropriateness of information ows. Additionally, compared to Germans
and Americans, Chinese respondents considered sharing unique IDs with government servers and
digital health certi cates overall as more acceptable, highlighting the cultural differences in social
norms and privacy expectations.

This thesis uses Contextual Integrity as an organizing framework to explore privacy norms
associated with emerging technologies.

2.4 Privacy Challenges of Video Analytics

Video analytics, often equipped with facial recognition, is increasingly being integrated with the
Internet of Things (IoT) systemd410 123 144]. Data privacy has been a central discussion in
0T [177) because 10T systems rely on the collection and use of contextual information (e.g., people,
time, location, activity) in environments that often contains identi able personal @&l }6,

178. Researchers have explored technical solutions to safeguard user data %8,16T, P03,
including algorithms to avoid being tracked by video analytics or facial recogni&b R11, 250,

and systems to enable real-time opt-out of facial recognition systeis], 202. However,
transparency around loT data privacy remains an unsolved i33ugd5, 186. People often have

no way to know the existence of video analytics deployments in their daily environments, what
personal data is being collected, what purpose the footage is used for, and how long the footage will
be retained. Moreover, video analytics has unique data privacy challenges. First, it can be used to
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capture a variety of sensitive information about people, from biometric data (e.g., facial features and
body pose) T2, 179, 206, 233 to information about people's activities (e.g., where they are, whom
they are with, and what they doj2, 251] all the way to their emotions (e.g., attentive, depressed,
and surprised)]31]. Such information is generally considered more sensitive than people’'s digital
footprints. Second, video analytics can be applied later to video footage already collected by existing
cameras for a myriad of purposes (e.g., security, operation optimization, targeted advertising).

These challenges indicate that the privacy implications of video analytics differ greatly in
real-world scenarios, and should be evaluated case by case. Nissenbaum's privacy as contextual
integrity framework 67 is a theory best suited to evaluate the appropriateness of data practices of
new technologies by considering important contextual factors. Under the framework, data practices
can be evaluated against certain privacy norms in ve information ow parameters — the sender,
the recipient, the attribute, the subject, and the acceptable transmission principle. Changes to
these parameters are likely to cause a privacy norm violation and must be examined &l63ely [
However, privacy norms can vary across societies/cultures and may change over time, so existing
privacy horms may not be suitable for new technologies like facial recognition in video analytics.
Therefore, the rst step to address data privacy challenges of video analytics is to establish a baseline
of privacy norms by understanding people's opinions and attitudes towards the technology.
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Chapter 3

Understanding Privacy Expectations and
Preferences of Video Analytics Technology

3.1 Overview

In recent years, video analytics has been widely deployed in public places, such as airports for
security and surveillance purposes, department stores for automatic detection of known shoplifters,
and rental car companies for self-checka(@, [85, 161, 230. While video analytics can contribute

to security, productivity, convenience, and more, its broad deployment also gives rise to serious
privacy concerns1€. These concerns have prompted increased scrutiny from both privacy
advocates and regulato#d 53, 117]. Despite the diverse applications and growing prevalence of
video analytics, little is known about how people actually feel about the many different contexts
where this technology is being deployed. In this chapter, we report on the ndings of an experience
sampling study that aims to better understand how people feel about video analytics deployments in
different contexts, looking both at the extent to which they expect to encounter them at venues they
visit as part of their everyday activities and at how comfortable they are with the presence of such
technologies across a range of realistic scenarios.

Our study is organized around two broad sets of questions. The rst set focuses on understanding
individuals' privacy expectations and preferences. This includes looking for possible social norms
that apply to a large fraction of the populatidr6p], or alternatively identifying differences in how
people respond to the same deployment scenarios. The second set of questions is motivated by
recent technical advances introduced by Das €8@J.hamely (1) the development of real-time
face denaturing functionality that enables video analytics software to only be applied to people
who provide consent, and (2) the development of a privacy infrastructure for the Internet of Things
(IoT) [20that enables entities deploying video analytics software to publicize their data practices
and allow data subjects to opt in or out of data collection, analysis, and sharing practices. Using
this functionality, it becomes possible to notify people in real-time as they approach areas where
video analytics technologies are deployed and allow them to selectively opt in or out —as might
be required in some contexts by regulations such as GDPR or CCPA. Because expecting people
to manually opt in or out of video analytics each time they come within range of video analytics
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functionality could entail an unrealistically high number of privacy decisions, we use our data to
explore the feasibility of developing predictive models that could assist users with their privacy
decisions—with users able to review, adopt, adjust, or reject recommendations from the predictive
models.

Our in situ study, which spanned 10 days, reveals that participants have rather diverse privacy
attitudes towards video analytics deployments and also shows how challenging it could be to
empower data subjects to effectively learn about and control data practices associated with these
deployments. We nd that individuals' privacy preferences and expectations are complicated and
vary with a number of factors such as the purpose for which footage is captured and analyzed as well
as the particular venues where it is captured. To alleviate user burden when it comes to managing
the many privacy decisions people could be presented with as they come across a variety of video
analytics deployments during the course of their daily lives, we explore the feasibility of developing
privacy assistants that could possibly be con gured to help people more effectively manage these
decisions. We discuss how such assistants would require the adoption of standardized APIs and
taxonomies of data practices, and how they could also bene t from the use of machine learning
techniques.

This work was published at POPETS 2021 and SOUPS 2021 [255, 259].

3.2 Study Design

3.2.1 Experience Sampling Method

Context has been shown to play an important role in in uencing people's privacy attitudes and
decisions 163. Studying people's privacy attitudes through online surveys is often limited because
participants answer questions about hypothetical scenarios and often lack context to provide
meaningful answers. Accordingly, we conducted an experience sampling study to collect people's
responses to a variety of video analytics deployments (or “scenarios”) in the context of their
regular everyday activities. The experience sampling method has been repeatedly used in
clinical trials [124, 241], psychological experiment88, 103, and human-computer interaction
(HCI) studies 76, 197, yielding “a more accurate representation of the participants' natural
behaviour” R4Q. This enables us to engage and survey patrticipants in a timely and ecologically
valid manner as they go about their normal daily liveégs. Participants are prompted to answer
guestions about plausible video analytics scenarios that could occur at the location in which they
are actually situated.

3.2.2 Selecting Realistic Scenarios

Previous research mainly surveyed participants' privacy attitudes in the context of generic loT
scenarios, including some facial recognition scenad@$,[158. By systematically exploring

more concrete scenarios in actual settings associated with people's day-to-day activities, we are
able to elicit signi cantly richer reactions from participants and develop more nuanced models
of their awareness, comfort level, and noti cation preferences pertaining to different deployment
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scenarios. The scenarios considered in our in-situ study were informed by an extensive survey of
news articles about real-world deployments of video analytics in a variety of different contexts (e.qg.,
surveillance 198, marketing P0(, authentication17], employee performance evaluatid?],

and church attendance trackirif]). These scenarios provided the basis for the identi cation of

a set of relevant contextual attributes which were randomly manipulated and matched against the
different types of venues our subjects visited.

Our baseline scenario described the use of generic surveillance cameras with no video analytics.
All other scenarios in our study involved the use of some type of video anal@szsirity-related
scenarios included automatic detection of petty crie®g], and identi cation of known shoplifters
and criminals in public place] 45, 79, 107]. Scenarios focommercialpurposes included
helping businesses to optimize operatiotsq 172 200, displaying personalized advertisements
based on the detection of demographic featurég, 79, 181, 219, collecting patrons' facial
reaction to merchandis9, 30, 40, 20§, and detecting users' engagement at entertainment
facilities [130, 141, 246. Other signi cant use case scenarios revolve arouaaahti cation and
authentication Here, we considered two broad categories of scenarios: (1) replacing ID cards with
facial authentication in schools, gyms, libraries and places with loyalty programe4, 159 214,
and (2) attendance tracking in the workplace, at churches, and at dyni3[ 81]. Lastly, we
included a small number of plausible, yet hypothetical, scenarios inspired by emerging practices as
discussed in news articles or as contemplated in research. This includes health insurance providers
using facial recognition and emotion analysis to make health-related predicgioh33 184];
employers using emotion analysis to evaluate employee performa®ck2b, 132); and hospitals
using emotion recognition to make health-related predictions [1, 69, 93].

In total, we identi ed 16 purposes, as shown in Table 3.1, representative of a diverse set of video
analytics scenarios. A representative list of the scenarios as well as the corresponding text shown to
participants to elicit their reactions can be found in the Appendix (Table A.1). The scenario text
was crafted through multiple iterations to sound plausible without deceiving participants.

3.2.3 Factorial Design

We employed a factorial study design and developed a taxonomy that captured a representative set
of attributes one might expect to in uence individuals' privacy attitudes. These attributes are shown

in Table 3.1. We speci ed a discrete set of possible values for each attribute, taking into account
our desire to cover a broad spectrum of scenarios while also ensuring that we would be able to
collect a suf ciently large number of data points for each scenario. Here, we differentiate between
the retention time of raw footage and of video analytics results because raw video data, containing
biometrics, can be very sensitive, and possibly be exploited for additional analyses subsequently.

3.2.4 Study Protocol and Procedures

The 10-day study comprised the following ve stages.
Stage 1:Eligible participants completed the consent forms for this study and downloaded the
study app from the Google Play Store. Upon installing the app, participants completed a pre-study
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Attribute Name Values

Generic Surveillance

Petty crime detection

Known criminal detection

(Anonymous) people counting

(Individualized) jump the line offers
(Anonymized) demographic ad targeting
(Individualized) ad targeting

(Anonymized) sentiment-based ad targeting
(Individualized) sentiment-based ad targeting
(Anonymous) sentiment-based customer service evaluation
(Individualized) customer engagement detection
Attendance tracking

Using face as IDs

Work productivity predictions

Health predictions - eatery visits

Health predictions - medical visits

No video analytics

Anonymity level Anonymous face detection

Facial recognition

Purpose

Retention of
raw footage
Retention of
analysis results
Sharing specied | Yes, No
Detection of whom

. Yes, No
people are with

ephemeral, 30 days, unspeci ed

ephemeral, 30 days, unspeci ed

store, eatery, workplace, education, hospital, service,
Type of places alcohol, entertainment, tness, gas, large public places,
transportation, worship, library, mall, airport, nance

Table 3.1: Contextual attributes: Among all the possible combinations of these attributes, our study
focused on a subset of 65 scenarios representative of common and emerging deployments of video
analytics technology.

survey about their perceived knowledge level, comfort level, and noti cation preference with regard
to facial recognition.

Stage 2:Participants were instructed to go about their regular daily activities. The study app
collected participants’ GPS locations via their smartphones. As they visited points of interest,
namely places for which we had one or more plausible deployment scenarios, the app would send
them a push noti cation, prompting them to complete a short survey on a facial recognition scenario
pertaining to their location, as illustrated in the app screenshots in Figure 3.1a—Figure 3.1d. The
protocol limited the number of scenarios presented to each participant to six per day, though most
of the time participants' whereabouts would trigger a smaller number of scenarios—closer to three
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per day.

Stage 3:0n the days participants received push noti cations via the app, they also received an
email in the evening to answer a daily summary web survey (“evening review”). This web survey
showed participants the places they visited when they received noti cations, probed reasons for
their in-situ answers, and asked a few additional questions. See Figure 3.1e for an example of the
evening review.

Stage 4:After completing 10 days of evening reviews, participants concluded the study by lling
out a post-study survey administrated via Qualtrics. This survey contained free-response questions
about their attitudes on facial recognition, the 10-item IUIPC scale on privacy condé®jsds
well as additional demographic questions like income, education level, and marital status.

Stage 5 (Optional): Participants who indicated they were willing to be interviewed in their
post-study survey may be invited to an online semi-structured interview. The interview contained
guestions about study validity, perceptions of scenarios, and clari cations with regard to their earlier
responses. The full text of the post-survey and the interview scripts can be found in the Appendix
(Appendix A.3 and Appendix A.4) .

To maximize the contextual bene ts provided by the experience sampling me38hdve
designed a sophisticated payment scheme to incentivize prompt responses to in-situ noti cations.
Participants were compensated $2 per day for each day of the study. They received an additional
25 cents per noti cation they responded to within 15 minutes, or 10 cents if they responded to
the noti cation between 15 and 60 minutes. We also compensated them $2 for the time spent on
answering pre-study and post-study surveys. An additional $15 was awarded when they nished the
study. In total, participants could earn between $37 and $52 and were compensated with Amazon
gift cards. Participants who completed the online interviews were awarded $10.

3.2.5 Ensuring Study Validity

Due to the complexity and the number of components of the study framework, we conducted several
pilot rounds, with initial rounds involving members of our research team and later rounds involving
a small number (N=9) of external participants. Each pilot round helped identify issues that needed
to be addressed, whether in the form of small re nements of our protocol or adjustments to technical
components of our system (e.g., study app, web survey app, study server). Below, we brie y discuss
the two most important re nements that were made as a result of this process.

Because of the limitations of location tracking functionality, we determined that we could not
automatically pinpoint the location of our subjects and use that location to automatically identify
a relevant video analytics scenario. Instead, we opted to use location tracking to automatically
generate a drop-down list of venues near our subject. We then asked them to select the actual
venue where they were. The drop-down list of venues always included three additional options: I
was somewhere else in the area,” “l was passing by,” and “l was not there.” This ensured that our
protocols also accounted for missing venues, situations where our subjects were passing by a given
location (e.g., being stuck in traf ¢), as well as situations where location tracking was potentially
inaccurate. Participants still received payments for each scenario when they selected one of these
three additional choices. In other words, they had no incentive to select a place that they did not
visit.
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During the rst pilot, we found that some participants did not seem to pay close attention to
some of the scenario attributes (Table 3.1). This was remedied by introducing two multiple-choice
attention check questions (see Figure 3.1b). These questions required participants to correctly
identify two different and randomly selected contextual attributes assumed in the scenario (attributes
in Table 3.1, excluding type of places). Participants were only allowed to proceed with the remaining
in-situ questions once they had passed the two attention checks. These attention checks proved
rather effective, as discussed in Section 3.4.1.

3.2.6 Recruitment and Ethics

We recruited participants using four methods: posts on local online forums for the Pittsburgh area
(e.g., Craigslist, Reddit), posts in a university-based research participant pool, promotional ads on
Facebook, and physical yers posted on local community bulletin boards and at bus stops. Potential
participants were asked to take a short screening survey to determine eligibility (age 18 or older,
able to speak English, using an Android smartphone with data plan). The screening survey also
displayed the consent form for the study and collected basic demographic information such as age,
gender, and occupation. Recruitment materials, the consent form, and the screening survey did
not mention or refer to privacy. We tried to avoid convenience samples of undergraduate college
students, and purposely looked for participants with a variety of occupations.

This research was approved by our university's institutional review board (IRB) as well as the
funding agency's human research protection of ce. As location data collected over a period of time
can be particularly sensitive, we refrained from using off-the-shelf experience sampling software
and developed our own system and location-aware Android app.

3.3 Participants and Reponses

Gender| % | Age | % | Education | % | Income | % | Marital Status | %
Female| 57.7 | 18-24 yearsold 8.1 | Some high school .8 | Less than $25,000 | 14.6| Single, never married 50.4
Male 40.7 | 25-34 years old 54.5 | High School 4.1 | $25,000 to $34,999 | 14.6 | Married 41.5
Other 1.6 | 35-44 years old 23.6 | Some college 13.8| $35,000 to $49,999 | 9.8 | Separated 1.6
45-54 yearsold 8.1 | Associate's degree 7.3 | $50,000 to $74,999 | 22.0 | Divorced 3.3
55-64 years old 3.3 | Bachelor's Degree 35.0| $75,000 to $99,999 | 14.6 | Widowed 0.8
65-74 years old 2.4 | Master's Degree 23.6| $100,000 to $149,99914.6 | | prefer not to answef 2.4
More than Master's Degree12.8 | $150,000 to $249,999 2.4
Other 1.6 | | prefer not to answer 7.3

Table 3.2: Survey participant demographics and respective %

A total of 164 individuals (excluding 9 pilot participants) took part in the study and downloaded
our study app from the Google Play Store between May and November 2019. Of these, 124
completed the 10-day study. One participant was removed due to poor response quality as that
person selected “l was somewhere else” for all the noti cations received. Among the remaining
123 participants, 10 (8%) were 18-24 years old, 67 (54.5%) were 25-34, 29 (23.6%) were 35-44,
10 (8%) were 45-54, 4 (3%) were 55-64, and 3 (2%) were between 65 and 74. In our sample,

20



(a) Prompting users to clarify their (b) Two attention check questions (c) Four in-situ questions
location designed to ensure participants
read about relevant attributes

(d) Dashboard showing prompts
to complete two in-situ surveys,

including monetary incentives to (e) Partial screenshot of evening survey associated with a given sce-
respond as quickly as possible  nario encountered earlier during the day

Figure 3.1: Screenshots of the study app and the web survey used for the evening review

58% identi ed as female, 41% as male, and 2% as other. Most participants were highly educated:
43 (35%) had bachelor's degrees, and 46 (37%) had graduate degrees. Half of the participants
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Occupation % | Occupation %

Business, or sales 12.2 Legal 3.3
Administrative support 9.8| Other 3.3
Scientist 8.9 | Graduate student 2.4
Service 8.1 | Skilled labor 2.4
Education 8.1 | Homemaker 2.4
Computer engineer or IT 7.3| Retired 2.4
Other salaried contractor 7.3 Government 1.6
Engineer in other elds 6.5| Prefer notto say 1.6
Medical 6.5 | Artorwriting .8
Unemployed 4.1 | College student .8

Table 3.3: Occupations of survey participants and respective %

were single and never married, and 42% were married or in a domestic partnership. The majority
of our participants (82%) reported having no children under 18 living with them. Participants
reported diverse occupations (see Table 3.3). The average IUIPC factor scores of our participants
are shown in Table 3.4. Comparing our results with those of a large MTurk sample from another
study (N=1007) 158 using Mann-Whitney U tests, we found no difference in the collection and

the awareness factors, and a signi cant difference in the control factor with a small effect size
(r=0:1;p< 0:01).

Ours Mean [SD]| MTurk Mean [SD] | Reject HO
IUIPC-Collection 5.90[1.04] 5.79[1.11] No
IUIPC-Control 6.21[0.78] 5.95[0.90] Yes
IUIPC-Awareness 6.53 [0.66] 6.44[0.82] No

Table 3.4: Comparison of IUIPC scores of our participants (N=123) with an MTurk sample
(N=1007). HO stipulates that two samples come from the same population. Cannot reject HO means
that 2 groups are not signi cantly different.

We recruited interviewees about halfway through the study. Participants were selected based on
their demographics. We sent out 17 invitations and conducted online interviews with 10 participants
who followed up.

In total, participants were sent 3,589 noti cations prompting them to identify their speci c
location (Figure 3.1a). In the majority of cases (65%), our system was able to retrieve a scenario
relevant to the location reported by the participant, such as the two scenarios shown in Figure 3.1b
and Figure 3.1c. For the remaining 35%, the system did not have a pre-identi ed scenario that
matched the response provided by the participant, in which case we were unable to elicit any
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additional information from the participant for that particular location. Based on answers provided
by participants, common examples of such situations included the participant being at home
or visiting a partner, friend, or relative. Other situations included the participant waiting for a
bus or passing by a location. In some instances, participants reported that they did not see the
location at which they were in the drop-down menu shown to them (Figure 3.1a). This seemed
to most commonly occur when participants were in parks, parking lots, farmers' markets, new
establishments, or small local stores.

When the system was able to retrieve a plausible scenario relevant to the participant's location,
the participant was presented with the scenario and prompted to answer a few quick questions
related to that scenario (e.g., see Figure 3.1b and Figure 3.1c). In addition to these in-situ responses,
they were also requested to answer a more complete set of questions about the scenario in the
evening. As a result, we were able to collect in-situ and evening responses for a total of 2,328
scenarios. Each participant on average provided in-situ and evening responses to 19 scenarios over
a 10-day period, and received an average compensation of $41.

3.3.1 Qualitative Data Set and Analysis

We also analyzed the qualitative data set collected from the 10-day experience sampling study. The
data set includes 2,562 entries of text responses from participants' daily summaries, 1,230 entries of
text responses in the post-survey, and 10 interview transcripts. The interviews ranged from 26 to 40
minutes (mean=33) and were fully transcribed. A total of 326 minutes of transcripts were analyzed.

| read and familiarized myself with all the transcripts and then applied thematic an&@gkgis [

open code the transcripts. A second research met with me regularly to iterate on the themes.

In order to answer the research questions, it is crucial that the qualitative data collected re ects
participants' attitudes towards facial recognition. Since we adopted an experience sampling method
presenting realistic scenarios of facial recognition to participants over 10 days, we believe the data
collected following these contextual cues would capture participants' perceptions and attitudes.

From the 10-day study, we collected 2,562 entries of text responses from participants' daily
summaries and 1,230 entries from the post-survey. In the post-survey, there were 10 open-ended
guestions. The rst question was “What is the rst thing that comes to your mind when you think
about facial recognition technology?” We coded the sentiment (i.e., positive, negative, neutral,
mixed) in each response.

We included two questions in the post-survey asking participants' perceived bene cial and con-
cerning contexts to use facial recognition technology. We also asked questions eliciting participants'
privacy concerns about facial recognition deployment scenarios. After reading the survey responses,
we realized many participants shared their attitudes and experiences with facial recognition deploy-
ment scenarios regardless of to which question they were responding. Since the daily summaries
were also addressing similar issues, in our analysis, we broke down the boundaries between the data
sources and conducted a content analysis [229] of all the participants' 3792 textual responses.

Two authors started from inductive codir2f to extract codes that show participants' perceived
bene ts or concerns about facial recognition technology and developed a codebook. In total, we
summarized 13 main codes with 32 subcodes about the bene ts of facial recognition and 19 main
codes with 40 subcodes about the concerns. In the end, we used a deductive coding approach,
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applying the codebook to the entire dataset. Two authors independently coded all data and met to
resolve any discrepancies.

3.4 Privacy Preferences

When surveying participants' responses to facial recognition scenarios, we focused on four related
guestions: how surprised they were by the scenario presented to suepmige level), how
comfortable they were with the collection and use of their data as assumed in that scesrafer{(

level), to what extent they would want to be noti ed about the deployment scenario at the location
they visited (ioti cation preference), and whether, if given a choice they would hahewed or
deniedthe data practices described in that scenario at that particular location at the time they visited
that location &éllow/deny preferencg. These questions are shown in Figure 3.2.

Figure 3.2:Controller being a variable that would be instantiated with the name of the venue
participants were visiting

Figure 3.3 provides a summary of collected responses organized around the 16 categories of
scenarios (or “purposes”) introduced in Table 3.1. As can be seen, people's responses vary for each
scenario. In other words, “one size ts all” would fail to capture individuals' diverse preferences
when presented with these scenarios. At the same time, some scenarios elicit more consistent
responses from participants than others. For instance, generic surveillance scenarios appear to
surprise participants the least and to elicit acceptance by the most (close to 70% would agree
to such scenarios, if given a choice and fewer than 10% reported feeling “very uncomfortable”
with such scenarios). Yet, even in the presence of such scenarios, 60% of participants reported
they would want to be noti ed at least the rst time they encounter these scenarios at a given
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venue and over 35% indicated they would want to be noti ed each time. At the other end of the
spectrum, scenarios involving facial recognition for the purpose of evaluating employee productivity
or tracking attendance at venues elicited the greatest level of surprise and lowest level of comfort
among our participants, with barely 20% reporting that, if given a chance, they would consent
to the use of these technologies for the purpose of evaluating employee productivity. Similarly,
participants expressed signi cant levels of surprise and discomfort with scenarios involving the use
of facial recognition to make health and medical predictions or to track the attendance of individuals.

Figure 3.3: Summary of collected responses organized around 16 different purposes. The bottom
row shows the aggregated preferences across different purposes.

3.4.1 Study Validity and Bene ts of ESM

Below we report results on study validity, focusing on three aspects: whether participants carefully
read the scenarios, whether they thought the scenarios could happen, and how the ESM helped
anchor their responses to their everyday life experience.

Overall, 81% of the time participants successfully completed both attention check questions
associated with the scenarios assigned to them within two attempts. Attention questions were
found to be useful by 8 out of the 10 interviewees. For instance, one participant (P107)"$tated,
think you de nitely had to read them [scenarios]. | think there was one or two that | saw the bold
words, and thought that they were the same as older questions, so | picked the same answer, and
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it was a different one. So once | re-read it, | saw that it was a little differeffit/e interviewees
reported attention questions helping them discern between retention for raw footage, and retention
for analysis results, as P55 saiBut the rst couple of times, | mixed up the raw footage with

the analysis results, but after that [the attention checks] | remembered to look for the distinction.”
These comments suggest that the attention checks contributed to participants noticing the contextual
attributes associated with each scenario and that the responses we collected most likely re ect
privacy attitudes that take these contextual attributes into account.

As 68% of in-situ questions were answered within 15 minutes and 87% within 1 hour, the actual
location visited by the participant and the context associated with the scenario were likely still fresh
in their mind (e.g., what the participant was doing at that particular location, or whom they might
have been with). When asked about whether the scenarios matched actual video collection practices
at the places participants were visiting in the exit interviews, niést (7) stated that they found the
scenarios to be realistic, afidis entirely possible that it is happening in those placé855). P107
explained;’| don't know if they actually use any of the strategies right now, but they did seem to t
pretty well with the places like grocery stores offering coupons, or targeting some ads towards you.”

Furthermore, the experience sampling method provided context to participants' responses, with
participants reporting that context played an important role in in uencing their attitudes towards
different video analytics deployments. When the participants selected in situ that they felt somewhat
or very uncomfortable about a scenario, in daily the evening reviews they can select multiple-choice
options and provide additional free responses to further explain their discomfort. Figure 3.4 plots
the reasons participants selected, many of which are directly related to the in-situ context. The

gure also shows the percentages of participants who ever reported considering each reason: many
reasons were taken into account by the majority of 123 study participants. Our qualitative analyses
of free responses in evening reviews also revealed that study participants had context in mind when
they explained their in-situ comfort level. Their responses also re ected various aspects of data
ows as by Nissenbaum's framework of C162. Example quotes listed by purpose are shown in
Table 3.5.

3.4.2 Factors Impacting Privacy Attitudes

The responses collected as part of this in-situ study provide rich insight into people's awareness of
the many different ways in which facial recognition is deployed, how comfortable they are with
these deployments, and to what extent they would want to be noti ed about them. Our analysis is
organized around the different contextual factors already identi ed in Table 3.1.

On average each participant responded to a total of about 19 deployment scenarios. These 19
different scenarios covered an average of 9.9 different “purposes,” as de ned in Table 3.1, and 5.9
different types of venues, thereby offering rich insight into how people feel about facial recognition
deployments across a range of different situations.

Allow/Deny Decisions

We rst investigate whether people's decisions to allow or deny data collection have a relationship
with the contextual attributes in Table 3.1. We constructed our model using generalized linear
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Figure 3.4: Percent of participants/noti cations reporting speci c reasons for discomfort. Partici-
pants only selected reasons for noti cations that they indicated discomfort (N=1,369). N is the used
as the denominator to calculate the percent of noti cations.
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