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Abstract

While Deep Neural Networks (DNN5s) have advanced the state-of-the-art in machine perception
by leaps and bounds, their sensitivity to subtle input perturbations that humans are invariant to has
raised questions about their reliability in real-world settings. Perhaps the most pernicious and
alarming of these perturbations are adversarial perturbations, which can drastically and arbitrarily
change the outputs of DNNs, while remaining imperceptible (or barely perceptible) to humans.
Algorithms for generating adversarial perturbations are known as adversarial attacks.

Existing methods of making DNNs robust to adversarial perturbations, generally require train-
ing on adversarially perturbed or noisy data. While this approach successfully produces DNNs
robust to the adversarial attacks used to generate perturbations during training, it does not gen-
eralize to other, unseen, types of attacks. Consequently, to obtain models that exhibit a more
generalized robustness to a variety of adversarial attacks one would need to ensure that all such
attacks are sufficiently represented in the training data. This objective is highly inefficient at best,
or impossible, at worst, given that adversarial attacks are constantly evolving and the boundaries
of human perception are not fully known.

Given the pitfalls of seeking robustness via training, in this thesis, we work towards models
that are naturally more robust to a variety of adversarial attacks without having been trained on
perturbed data. To this end, we seek to discover principles, or priors, for DNNs that endow
them with enhanced robustness to adversarial perturbations. As these priors induce adversarial
robustness without requiring training on perturbed data, we expect them to yield models robust to
various perturbations and attack algorithms.

Concretely, we study two categories of robustness priors in this thesis: structure and biological.
We define structural robustness priors as design elements of DNNs that are conducive to adversar-
ial robustness. Biological priors, on the other hand, are mechanisms and constraints related to the
robustness of biological perception and cognition but are not usually represented in DNNs. Since
adversarial perturbations are rooted in the difference between biological perception and DNNs, we
expect that integrating biological priors into DNNs would better align their behavior with biologi-
cal perception and consequently cause them to exhibit robustness to adversarial perturbations, and
perhaps even various other noises that biological perception is robust to.

We approach the study of structural robustness priors from two directions, namely statistical,
and empirical. In the former, we take the view that by virtue of being highly overparameterized
modern DNNs may encode spurious features, and show that pruning away neurons that encode
such spurious features improves robustness to adversarial attacks. In the empirical approach, we
estimate the probability with which gradient descent, from a random initialization, arrives at a
model that is both robust and accurate. Our experiments on simple problems, like XOR or MNIST,
reveal that certain design elements increase the odds of finding robust models while others decrease
these odds.

In our study of biological priors, we consider sensory and cognitive priors. Sensory priors re-
late to the constraints present in sensor organs that emphasize or de-emphasize certain aspects of
the stimuli. In the domain of vision, one such prior is foveation due to which only the region around
the fixation point is sensed at maximum fidelity. We integrate foveation in DNNs and demonstrate



that it significantly improves their robustness to adversarial attacks, as well as non-adversarial per-
turbations. Similarly, examples biological priors in audition are simultaneous frequency masking
and lateral suppression due to which the perceived level of a frequency is influenced by the levels
of other adjacent frequencies. We integrate these phenomena into speech recognition DNNs and
observe that their robustness to adversarial attacks, as well as other corruptions, is greatly enhanced
while their accuracy is minimally impacted.

Cognitive priors, on the other hand, relate to the computations performed in the brain. In this
connection, we have explored the role of inflexible inter-neuron correlations and shown that con-
straining the inter-neuron correlations makes DNNs more robust to adversarial and non-adversarial
perturbations. We have also simulated feedback connections, that are ubiquitous in the brain, in
DNNs and shown that doing so improves adversarial robustness.

To reliably evaluate the improvements we achieve and compare them with prior work, we need
standardized robustness benchmarks. While such benchmarks have been developed for vision
tasks, they do not exist for other modalities such as audio. To fill this gap, we have developed a
comprehensive robustness benchmark for speech models called Speech Robust Bench (SRB). SRB
is composed of 114 challenging speech recognition scenarios covering the range of corruptions that
ASR models may encounter when deployed in the wild.
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Chapter 1

Introduction

1.1 Motivation

Deep Neural Networks (DNNs) are exceptionally adept at many computer vision tasks and have
emerged as one of the best models of the biological neurons involved in visual object recognition
[Yamins et al., 2014|, Cadieu et|al., 2014]. However, their lack of robustness to subtle image
perturbations that humans are largely invariant to Szegedy et al.|[2014], Geirhds et al| [20180Db],
Dodge and Karaim [2017] has raised questions about their reliability in real-world scenarios. Of
these perturbations, perhaps the most perniciouadwrersarial perturbationswvhich are specially
crafted distortions that can change the response of DNNs when added to their/inputs [Szededy et al.,
2014/ llyas et al[, 201.9] but are either imperceptible to humans or perceptually irrelevant enough to
be ignored by them. Algorithms for generating adversarial perturbations are known as adversarial
attacks.

The dominant approach for making DNNs robust to adversarial attacks involves exposing them
to adversarially perturbed images [Madry et al., 201.8b, Wong |et al., 2019a, Zhang et al., 2019]
(adversarial training) or random noise [Cohen et al., 2019a, Fischer et al.| 2020, Carlini et al., 2022]
during training. While this approach is highly effective in making DNNSs robust to the types of
adversarial attacks used during training, the robustness often does not generalize to other, unseen,
types of attacks. [Joos et al., 2022, Sharma and Chen, 2017, Schott et al., 2018]. For example, given
that most adversarial attacks genergtaorm bounded perturbations, the complementary regions
between the norm balls for different valuespaeave allow adversaries operating on a diffengnt
than one used during training to successfully attack the DNN [Joos et al., 2022]. Furthermore, there
are other classes of adversarial attacks, such as patch attacks [Xu et al., 2023, Sharma et al., 2022],
transformation-based attacks [Xiao et al., 2018, Kang et al., 2019, Laidlaw and Feizi, 2019], and
attacks that exploit the null spaces of human perception [Qin et al., 2019, Laidlaw et al., 2021],
that are not subsumed by norm bounds, and against which DNNs trained withbounded
perturbations confer limited robustness [Laidlaw et al., 2021, Hsiung et al., 2023]. Consequently,
under this paradigm of robustness via training, to obtain a modelgetteralized robustneds
all the myriad types of adversarial attacks one would need to simulate them all during training,
a task which may prove to be prohibitively expensive. Given the lack of generalizability, even
if one were able to do that, the robustness achieved by the model would likely be limited to the
existing adversarial attacks, and the extent to which it would generalize to other attacks would



remain uncertain. Given this context, we present our thesis statement below.

1.2 Thesis Statement

The goal of this thesis is to discover principles poiors, that enhance the adversarial robustness
of DNNswithout explicitly training on adversarially perturbed datBarticularly, we consider two
types of priors: (1) Structural priors and, (2) biological priors.

Structural priors are the design elements of DNNSs that are conducive to adversarial robustness.
These can include the width and depth of the DNN, the choice of activation and normalization
functions, and regularization methods. Since prior work demonstrates that by training on per-
turbed data, the same DNN can learn an adversarial robust boundary, we hypothesize that perhaps
modi cations to certain structural elements may bias the model towards such a boundary without
explicitly training.

Biological priors, on the other hand, are mechanisms and constraints considered to contribute
to the robustness of biological perception. Since adversarial attacks, by de nition, exist due to
differences between biological perception and DNNs, we expect that integrating biological priors
into DNNs would make them better aligned with biological perception, which, in turn, would make
them more robust to adversarial perturbations.

In order that we may accurately evaluate the progress we make and compare our methods with
prior work, we also develop standardized robustness benchmarks. Speci cally, we address the
lack of a standardized robustness benchmark for speech tasks by developing one that evaluates
robustness to a variety of transforms, including adversarial attacks.

In a word, in this thesis, we identify several structural and biological priors that make DNNs
trained, only on natural data, more robust to a variety of adversarial attacks, and standardized ro-
bustness benchmark for speech DNNSs. Further details about the priors we identi ed are presented
in the subsequent sections.

1.3 Structural Priors

As mentioned above, structural priors are the design elements of DNNs that are conducive to ad-
versarial robustness. In this thesis, we approach the study of structural robustness priors from
the following two directions. In the rst approach, we take the view that adversarial attacks exist
because DNNs are sensitive to spurious features, such as high-frequency components Wang et al.
[2020] and texture Geirhos et al. [2018a], and we seek to reduce their sensitivity to these features by
pruning away substructures within the network that encode these features. In the second approach,
we empirically determine the extent to which various DNN design choices, such as width, depth,
activation function, and regularization, bias the model toward learning robust decision boundaries.
To this end, we estimate the probability with which gradient descent, starting from random initial-
ization, can converge to a solution corresponding to an adversarially robust decision boundary. We
present further details about each of these approaches below.



1.3.1 Pruning Spurious Substructures for Robustness

It has been observed that DNNs utilize spurious features to make their predictions llyas et al.
[2019]. Examples of such spurious features are high-frequency components Wang et al. [2020]
and texture Geirhos et al. [2018a]. These features are somewhat correlated with the true labels,
either coincidentally or due to sampling biases in the training data, however, they are often mean-
ingless for humans Wang et al. [2020]. Therefore an adversary can craft adversarial perturbations
that modify these spurious features and induce miscalssi cations in the DNN, while remaining
imperceptible or irrelevant to humans Geirhos et al. [2018a]. We seek to mitigate the DNN's re-
liance on spurious features by pruning away substructures of DNNs that encode them. In this
connection, we leverage the interpretation of neurons in a DNN as being feature detectors, to draw
an equivalence between neurons and the features themselves. Since removing the detector for a
feature effectively removes the in uence of that feature from the DNN, if we identify and prune
away neurons that encode spurious features, we will have effectively removed the in uence of the
spurious features from the DNN. To this end we develop a technique that identi es spurious neu-
rons using various metrics, such as colinearilty, the magnitude of derivative (w.r.t the loss), and
mutual information with the true label, and prunes them away. We demonstrate that post-pruning
the DNNs become more robust to adversarial attacks, even surpassing adversarial training in cases
when the test time adversarial perturbations were larger than the ones during training.

1.3.2 In uence of DNN Design on Odds of Finding Robust Boundary

The fact that a DNN exhibits almost no robustness to adversarial attacks when trained on clean
data but becomes highly robust when it is trained on adversarially perturbed data indicates that it is
capable of learning both robust and non-robust decision boundaries. We hypothesize that similar
to how training on adversarially perturbed data biases the optimization towards robust solutions,
certain structural elements of the DNN may do the same, and serve as structural robustness priors.
We develop a framework to identify these structural robustness priors by modifying the structural
elements of a DNN, and approximating the probability that gradient descent, starting from ran-
dom initialization, can converge to a solution corresponding to an adversarially robust decision
boundary. Our experiments on simple problems, like XOR or MNIST, reveal that certain design
elements, like larger width and dropout, increase the odds of nding robust decision boundaries
while others, like larger depth and batch normalization, decrease these odds.

1.4 Biological Priors

As mentioned above, we consider biological priors to be mechanisms and constraints considered
to contribute to the robustness of biological perception. Adversarial attacks, by de nition, exist
due to differences between biological perception and DNNs, because they sample the space of
perturbations that human perception is invariant to but DNNs are highly sensitive to. Therefore,
we posit that integrating biological priors into DNNs would make them better aligned with bio-
logical perception, thereby reducing the space of adversarial perturbations and thus making the
DNNs more robust to adversarial perturbations. Since human perception is robust to a wide vari-
ety of perturbations that DNNs are often confuse by, we expect that integrating biological priors



into DNNs would make them robust to various other noises (apart from adversarial attacks) that
human perception is robust to. Indeed there is evidence indicating a positive correlation between
biological alignment and adversarial robustness Dapello et al. [2020], Harrington and Deza [2021].
Moreover, a small but growing body of work Paiton et al. [2020], Bai et al. [2021], Dapello et al.
[2020], Jonnalagadda et al. [2022], Luo et al. [2015], Gant et al. [2021], Vuyyuru et al. [2020] has
shown that integrating biological mechanisms into DNNs improves their robustness to adversarial
attacks, as well as non adversarial perturbations. In this thesis we build upon this body of work by
considering biological priors that have not been studied as yet. Speci cally, we consider two types
of biological priors, namely sensory and cognitive.

1.4.1 Sensory Priors

We de ne sensory priors as the constraints imposed by the biological sensory organs that empha-
size and de-emphasize certain characteristics of the incoming stimuli. In the domain of vision,
we study foveation as sensory robustness prior. Foveation is the phenomenon that causes only
the central 1% of the visual eld to be sensed with maximum delity [Kolb, 2005, Stewart et al.,
2020], while the rest of it lacks sharpness and color saturations Hansen et al. [2009]. This is unlike
DNN, which view the entire image in full delity. We hypothesize that the experience of viewing
the world at multiple levels of delity, perhaps even at the same instant, causes human vision to be
invariant to low-level features, such as textures, and high-frequency patterns, that can be exploited
by adversarial attacks. To test this hypothesis, we devRl@bur (short for Retina Blur), which
simulates foveation by blurring the image and reducing its color saturation adaptively based on the
distance from a given xation point. We nd that models augmented iRtBlur retain most of

the high classi cation accuracy of the base ResNet while being more robust to both adversarial
and non-adversarial image corruptions, and that the adversarial robustness achiBvBtlbis

certi able using the approach from Cohen et al. [2019a].

We extend our work on sensory priors to the auditory domain by studying the impact of bio-
logically plausible feature extraction methods on the adversarial robustness of speech processing
models. While there is signi cant literature on biologically derived acoustic features [Feather et al.,
2019, Kim and Stern, 2016], modern speech processing systems generally operate on either the raw
waveform [Baevski et al., 2020] or the log mel spectrogram [Radford et al., 2023]. While the use
of the Mel Iterbank does impart a degree of biological plausibility to the log Mel spectrogram,
it does not represent several processes that occur in the cochlea and the auditory nerve, includ-
ing ltering, more realistic non-linearity, lateral suppression and cross/auto-correlation [Stern and
Morgan, 2012]. Adversarial attacks are known to exploit these discrepancies between DNNs and
biological perception to generate perturbations that compromise DNNs but remain imperceptible.
For example, lateral suppression induces simultaneous frequency masking in humans Stern and
Morgan [2012] whereby the perceptual thresholds of the frequencies near a loud frequency are
increased. However, since frequency masking does not occur in DNNs the attack proposed by Qin
et al. [2019] was able to add fairly large magnitude noise in frequencies adjacent to loud frequen-
cies and change the responses of speech recognition models, while remaining largely undetectable
by humans. We investigate the impact, vis-a-vis robustness to adversarial and non-adversarial per-
turbations, of various biologically derived audio/speech feature extraction methods. In addition to
evaluating existing features like log-Mel features, cochleagrams and Power Normalized Cepstral
Coef cients (PNCC) Kim and Stern [2016], we have developed and evaluated novel features that
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simulate simultaneous frequency masking and lateral suppression. We nd that log Mel features,
despite being the feature of choice in state-of-the-art speech recognition models, is among the least
robust features we evaluated. We also observe that our proposed features are highly robust to ad-
versarial attacks and non-adversarial noise, while having accuracy similar to or better than log Mel
features.

1.4.2 Cognitive Priors

We de ne cognitive priors as mechanisms and constraints that in uence how the sensory infor-
mation is processed to generate perception. In this connection, we simulate the phenomenon of
in exible inter-neuron correlations observed in mammalian brains Hennig et al. [2021] in DNNSs.

It has been observed that the spiking activity of biological neurons in the same brain region tends
to be correlated Hennig et al. [2021], Sadtler et al. [2014] and, the structure of this correlation
tends to persist over long periods of time even if it limits performance and learning Golub et al.
[2018]. In contrast, the activations of DNN neurons in the same layer are conditionally indepen-
dent of each other given the outputs of the previous layer, and thus are not constrained in this way.
This makes it possible for an adversary to induce arbitrary activation patterns Paiton et al. [2020],
including those that lead to misclassi cation. Our experimental results demonstrate that adding
this constraint does improve robustness of image and speech classi cation DNNs to adversarial
attacks and non-adversarial perturbations.

Another cognitive mechanism that we study is recurrent connectivity in the biological brain.
Most modern DNNs, particularly those that are commonly employed for computer vision appli-
cations, process the input in a feed-forward manner — each neuron in a layer receives inputs only
from neurons in the previous layer(s). On the other hand, in the primate visual system, the neurons
are connected in a highly recurrent manner — neurons may receive inputs from neurons either the
same, any preceding or any succeeding visual area [Bullier et al., 2001, Briggs, 2020]. This recur-
rent processing has been linked to the ability of primates to perform accurate object recognition
under distortions such as crowding and occlusions [Spoerer et al., 2017]. We extend this body of
work by integrating recurrent circuits between neurons in the same layer (lateral recurrence), as
well as between neurons from different layers (feed-back recurrence). We train these models on
image classi cation tasks, with the additional objective of in-painting randomly placed occlusions.
Experimental results show that doing so results in improved adversarial robustness.

1.5 Audio Robustness Benchmark

We have developed an audio robustness benchmark for the purpose of evaluating a DNN's ro-
bustness to adversarial and non-adversarial perturbations. While such benchmarks exist for vision
tasks Hendrycks and Dietterich [2019], they do not for audio and speech tasks. Currently, different
studies take different views of robustness and consequently evaluate it using different methods.
For example, Hsu et al. [2021b], Likhomanenko et al. [2020] somewhat equate robustness with
domain transfer, and evaluate robustness by computing the error rate of Automatic Speech Recog-
nition (ASR) on a variety of datsets. This approach however is very coarse, and does not provide
ne-grained information on what types of perturbations do the DNNs struggle against. On the
other hand, Radford et al. [2023] also evaluates on room impulse responses, and environmental



and white noise. While better than the former approach, this method still does not encompass the
variety of perturbations that humans are robust to and does not include adversarial attacks. To
remedy this situation we develop a comprehensive audio robustness benchmark comprising over
100 challenging speech recognition scenarios that models are likely to encounter in the real-world.

1.6 Conclusion

In this thesis, we work towards DNNSs that are robust to a variety of adversarial attacks by iden-

tifying principles, or priors, that can endow DNNs with robustness to adversarial attacks, without

training them on adversarially perturbed data. In this connection, we have studied priors over the
design elements and the structure of DNNs (structural priors) as well as priors derived from bio-

logical perception (biological priors) that seek to simulate biological mechanisms and constraints
considered to be conducive to robustness. The contributions of our work are summarized as fol-
lows:

* We have developed a technique for removing the in uence of spurious features from DNNs
by pruning neurons that encode them, and demonstrated that it improves the adversarial
robustness of DNNs, even surpassing adversarial training in cases where the test and training
adversarial attacks differ. (Chapter 3)

* We have devised a framework for empirically estimating the probability that gradient de-
scent, starting from random initialization, can converge to an adversarially robust decision
boundary. We use this framework to identify the structural priors that increase this probabil-
ity and consequently induce adversarial robustness in DNNs. (Chapter 4)

* We have created an image ltéR-Blur that simulates foveation via adaptive Gaussian blur-
ring, and color desaturation. We demonstrate that models augmentedRvithr retain
most of the high classi cation accuracy of the base DNN while being more robust to both
adversarial and non-adversarial image corruptions. (Chapter 5)

» We simulate the phenomenon of in exible inter-neuron correlations observed in mammalian
brains in DNNs, and show that doing so improves robustness to adversarial and non-adversarial
perturbations. (Chapter 6)

* We introduce recurrent feedback connections in DNNs and demonstrate that adversarial ro-
bustness of the DNN is improved when these connections are optimized to reconstruct the
input. (Chapter 7)

* We evaluate the impact of existing biologically plausible audio feature extraction methods,
such as chochleagrams, as well our novel methods for simulating the phenomenon of fre-
guency masking, and lateral suppression, on the adversarial robustness of speech recognition
systems. (Chapter 8)

* Finally, we develop a comprehensive audio robustness benchmark comprising a variety chal-
lenging speech recognition scenarios that simulate real-world conditions that we would like
the DNNs to be robust to. (Chapter 9)
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The outcomes of our studies indicate thatea@endow DNNs with a degree of generalized adver-
sarial robustness by incorporating certain robustness priors related to the architecture and feature
representations of the DNN, and without training them on a variety of adversarial attacks. This
represents a step taken towards developing models that retain accuracy in the face of a variety of
adversarial attacks and thus can be safely and reliably deployed in real-world settings. Our studies
also reveal that deriving these priors from biology is a promising direction, and one that allows us to
leverage the optimizations performed by evolution over millennia that have endowed humans and
other primates with robust perception. The fact that integrating biological priors indeed endows
DNNs with generalizable robustness indicates that doing so bridges some of the gaps between
DNNs and biological perception, at least so far as robustness is concerned. In a word, these results
provide evidence that there are more practical and scalable alternatives to the dominant approach
of seeking robustness via training, and that DNNs with high accuracy and generalized adversarial
robustness are, in fact, within reach. We envision that future research directions stemming from
our work will further expand the body of structural and biological robustness-enhancing priors as
well as discover other types of priors, particularly those related to the optimization algorithms used
to learn DNN parameters.
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Chapter 2
Background and Related Work

In this chapter, we scope our work and present the most closely related work. Work on DNN
robustness falls in the following main categories: 1) Adversarial Attacks, 2) Defenses against
adversarial attacks, and 3) Techniques for measuring robustness. Our work primarily falls under the
second category, but we also provide robustness benchmarks for speech which aids in measuring
robustness and thus falls under the third category. We discuss some of the related work in each of
the aforementioned categories belowand position our thesis in this broad plethora of work.

2.1 Adversarial Attacks Against DNNs

Adversarial perturbations are perturbations that can change the response of DNNs when added
to their inputs but are either imperceptible to humans or perceptually and semantically irrelevant
enough to be ignored by them. Formally, adversarial perturbations for a given DNiXd a given

inputx, with ground truth labey,, form the set

Pav =T ] 215" (x+ )6 ( x)g (2.1)

wherel 4 is the set of perturbations of that are imperceptible or semantically irrelevant. It is
generally assumed thqt x) = y, because otherwise the competence of the DNN is suspect and
evidence of pathological behavior is less concerning.

Algorithms for generating adversarial perturbations are knovadasrsarial attacksUsually,
adversarial attacks solve the following optimization problem to generate an adversarial perturba-
tion 2 P.q [Szegedy et al., 2014, Goodfellow et al., 2014, Madry et al., 2018b]:

x:argmzﬁixL(( X+ )Y (2.2)

whereL computes some metric of divergence. This type of attacktargeted where the pur-

pose of the attacker is simply to cause a misclassi cation and is analogous to a denial-of-service
attack. Alternatively, attacks can also be designed to ctaurgetedmisclassi cation by solving

the following optimization problem:

x = arg rglin LCCx+ )iy (2.3)
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wherey, is the target label that the attacker wartto be classi ed as. The various adversarial
attacks proposed over the years generally differ in their choice of optimization technique and their
characterization off .

Adversarial attacks have leveraged various optimization techniques over the years. The choice
of optimization technique is, to an extent, determined by the level of knowledge about the target
DNN the attacker is assumed to have (i.e. treat modél. Attacks that assume full knowledge
of the target model's architecture and weighitsite-boxthreat model) often use gradient-based
optimization techniques, such as Limited Memory Broyden—Fletcher—Goldfarb—Shanno algorithm
(L-BFGS) [Szegedy et al., 2014], Fast Gradient Sign Method (FGSM) [Goodfellow et al., 2014],
and Projected Gradient Descent (PGD) [Madry et al., 2018b], to optimie parameters of
a function that generates[Laidlaw et al., 2021]). If it is assumed attacker does not have any
knowledge of the target DNN's architecture and only have query access litadk{boxthreat
model), adversarial attacks resort gradient-free optimization methods [Wang et al., 20223a] like
random search [Andriushchenko et al., 2020, * et al., 2018], Mote-Carlo Tree Search [Wicker
et al., 2018], nite-differences [Chen et al., 2017, Zhao et al., 2020] and evolutionary search Vo
et al. [2022]. Black-box attacks, naturally, generally succeed less often than white-box attacks,
and tend to involve querying the target DNN a very large number of times [Andriushchenko et al.,
2020, Chen et al., 2020a], which can make them inef cient or even infeasible in certain cases.

Scenarios between white and black box threat modgés/{boxthreat model) also exist, when
the attacker does not have access to the target model's parameters but may have some information
about the target DNN's architecture, and training setup. In such situations the attacker may be able
to avoid the pitfalls of black-box attacks by leveraging the transferability of adversarial attacks
[Papernot et al., 2016]. To do this the attacker can use white-box attacks to generate adversarial
perturbations that succeed op@xy DNN and apply them to the inputs of the target DNN.

The other key element of adversarial attacks is hQus characterized. Several methods have
been proposed over the years to characteérjzgich that it approximates the boundaries of human
perception, which themselves are not precisely known. Some attacks limit the region to which the
attack can perturb by specifying the shape, area, or objects to which the perturbation may be added
Sharma et al. [2022]. Other attacks have used DNN-based approximations of human perception
Qin et al. [2019], Laidlaw et al. [2021] or sophisticated distance metrics like Wasserstein distance
[Wong et al., 2019b, Wu et al., 2020] to constrainHowever, by far the most popular approach
has been to usg, norm bounds to limit the size of the perturbations [Goodfellow et al., 2014,
Madry et al., 2018b]. Each of these approximations yields different distributions of perturbations,
therefore, models that are robust to one type of perturbation may not be robust to others Kang et al.
[2019], Laidlaw et al. [2021].

2.1.1 Attack Algorithms

In the following sections we provide details about adversarial attacks that we have extensively used
in this thesis.

Projected Gradient Descent (PGD) Attacks

Madry et al. [2018b] proposed an attack that used PGD as the optimization technique to solve
equation 2.2 (or 2.3) and generate adversarial perturbations. PGD is an iterative algorithm, which
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performs the two operations in each iteration: rst, a gradient ascent step updatasl then a
projection operator, |, (:), projectsl x ontol . Formally, these steps can be written as follows:

X xt 1 L(X+ ;yx) (gradientascent) (2.4)

X i, ( x) (projection) (2.5)

Several improvements to the original PGD attack have been proposed to improve its effective-
ness. These include the addition of momentum [Dong et al., 2018], multiple restarts [Uesato et al.,
2018], and adaptive step sizes [Croce and Hein, 2020c].

AutoAttack

AutoAttack Croce and Hein [2020c] is an ensemble of 4 adversarial attacks: untargeted and tar-
geted Auto PGD (APGD) Croce and Hein [2020c], targeted Fast Adaptive Boundary (FAB) attack
[Croce and Hein, 2020b], and untargeted Square attack [Andriushchenko et al., 2020]. APGD is
a re nement of the PGD attack which adds momentum to the gradient updates and adaptively re-
duces (halves) the step sizeifl equation 2.4) if there is no improvement in the attack objective.

The FAB attack nds the smallest perturbation (undgnorm constraints) that causes misclassi -
cation, and the Square attack is black-box attack that uses random search to perturb square regions
of random widths at random locations until the input is misclassi ed. Ensembling attacks with di-
verse objectives and optimization techniques yields an attack that is stronger than its components,
and thus gives a more accurate picture of the DNN's robustness. Furthermore, it is known that the
presence of non-differentiable components in DNNs can render gradient-based attacks ineffective
[Athalye et al., 2018a], but gradient free attacks may still be able to succeed. Therefore, the in-
clusion of the black-box Square attacks ensures that the robustness of such models is accurately
measured.

2.2 Defenses Against Adversarial Attacks

A variety of methods have been proposed over the years to defend DNNs against adversarial at-
tacks. In the following we discuss four categories of defenses against adversarial attacks that
represent the majority of the prior work Akhtar et al. [2021], namely detection, input transforma-
tions, certi ed defenses, and adversarial training. To these we add two categories of defenses that
are most relevant to our work, namely defenses that integrate structural and biological priors into
DNNs to enhance their robustness.

Adversarial training , which is perhaps the most successful class of adversarial defenses, trains
models on adversarially perturbed data generated by backpropagating gradients from the loss to
the input during each training step. Madry et al. [2018b] formalized adversarial training as the
following min-max optimization problem:

robust = arg min Exy, arg mZIaXL(( X+ x)i¥x) (2.6)

where the inner optimization is performed by the PGD attack, and the outer optimization is per-
formed by stochastic gradient descent. Practically this amounts to running a few iterations of PGD
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update on each training batchsuch that the loss is increased, before using SGD on the nal loss
value to update the parameters. Several re nements of Madry et al. [2018b]'s approach have been
proposed to increase its effectiveness and ef ciency Zhang et al. [2019], Rebuf et al. [2021], Bai
et al. [2021], Wong et al. [2019a]. The key shortcoming of this approach is that it fails to general-
ize to unseen attacks, i.e. attacks that use different optimization methods or approximatigns of
[Akhtar et al., 2021, Song et al., 2019, Geirhos et al., 2019, Maini et al., 2020]. We would like to
point out that some studies have proposed to improve the generalizability of adversarially trained
models by applying multiple types of adversarial attacks during training Maini et al. [2020]. We
believe that this approach does not solve the fundamental problem because it still yields models
that are robust to the attacks used during training and does not generalize to unseen attacks.

Certi ed defensesCohen et al. [2019a], Fischer et al. [2020], Kumar and Goldstein [2021],

Li et al. [2019] are a class of defenses that also provide provable guarantees of the form: with
probabilityl , the model's output will not change by perturbation of size at mosdtcommon
technique used by certi ed defenses is randomized smoothing Cohen et al. [2019a], Salman et al.
[2020], Cao and Gong [2017] which perturbs the input by multiple randomized perturbations (with

a known distribution) and aggregates the models predictions over them. Since the distribution of
the perturbations is precisely known, theoretical guarantees of the aforementioned form can be
obtained. Other techniques used by certi ed defenses include regularization [Croce and Hein,
2020a], and convex relaxation Wong and Kolter [2018]. The theoretical guarantees make certi ed
defenses attractive in security-critical applications where it is useful to quantify the risk. However,
computing these guarantees requires the exact nature of the perturbations to be known and the
proofs have to be redone for each type of perturbation. This makes this type of defense infeasible
for defending against diverse and unseen perturbations. Nevertheless, we use the certi cation
procedures that this body of work proposes to verify the robustness of the defenses proposed in
this thesis on known perturbation types.

Input transformation based defensesseek to thwart adversarial attacks by applying trans-
forms to the input during inference. Earlier works [Guo et al., 2017] used simple transforms like
JPEG compression, bit-depth reduction, total variance minimization, and image quilting. However,
such defenses were shown to be weak because they relied on the non-differentiability of transforms
to render gradient-based attacks ineffective, and thus could be bypassed by gradient-free attacks,
as well as more advanced gradient based attacks Athalye et al. [2018a]. Recent works apply a mul-
titude of random transformations to the image [Raff et al., 2019]. While the transforms themselves
are rather simple, their number, order and parameters are randomized. This procedure does not
make the DNN itself more robust, and it has been shown that increasing the number of optimiza-
tion steps of PGD-based attacks and/or using techniques like Expectation-over-Transformations
(EoT) Athalye et al. [2018b] can marginalize out the randomness and allow adversarial attacks
to succeed. Such marginalization techniques, however, impose signi cant computational costs
Sitawarin et al. [2022] and thus the defense can still be considered feasible against resource con-
strained adversaries.

Detection base defensedike Metzen et al. [2017], add additional modules to the DNN to
detect the presence of adversarial perturbations. Inputs agged as adversarial may be rejected or
processed by a different pathway than benign inputs. This class of defenses has fallen out of favor
in the community Akhtar et al. [2021] because they do not solve the core problem that DNNs are
sensitive to imperceptible and irrelevant perturbations.

To summarizethe aforementioned categories of adversarial defenses have signi cantly im-
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proved the robustness of DNNs to existing adversarial attacks, allowing DNNs to retain signif-
icantly more prediction accuracy than undefended models Madry et al. [2018b], Cohen et al.
[2019a], however, defenses in these categories do not generalize across existing perturbations
types, let alone unseen ones. The development of defenses that robustly generalize is a grow-
ing eld of research. Given that the work presented in this thesis also fall within this eld, in

the following we review prior work on robust generalization, with a focus on works that study
structural and biological robustness priors.

Structural modi cations that improve robustness have been explored in prior work, however,
many of these works seek to improve the effectiveness of adversarial training by making structural
modi cations [Akhtar et al., 2021, Huang et al., 2023]. Guo et al. [2020] uses neural architecture
search, guided by performance on adversarial attacks to design DNNs. Guo et al. [2018] propose
robustness guided DNN pruning. Huang et al. [2021] conduct an empirical study on the impact of
DNN depth and width on the effectiveness of adversarial training. While these approaches are re-
lated our work on structural robustness priors in so far as they also seek robust DNN architectures,
and the removal of DNN components that enable adversarial attacks, they differ fundamental from
our approach because we seek structural priors that enhance the robustness dfddid¢Nnly
on natural data Furthermore, since adversarial perturbations are part of the loop in these methods,
they share the pittfalls of adversarial training vis-a-vis generalization and ef ciency.

Prior work has also explored methods of discovering structural robustness priors are methods
that do not involve adversarial perturbations during training. Fu et al. [2021] shows that sub-
networks within randomly initialized networks exist that exhibit adversarial robustness on par with
adversarially trained DNNs. Wang et al. [2018] frame the problem of adversarial robustness as
arising from an over-speci ed input space whose true rank is much lower than its dimensional-
ity, which gives rise to spurious correlations. They posit that compressing and quantizing the
input will reduce the over-speci cation and improve robustness. Other methods propose to add
regularizations, such as bit-plane consistency [Addepalli et al., 2020], Jacobian-based GAN-like
regularization [Chan et al., 2019], and gradient phase and magnitude regularization [Dabouei et al.,
2020]. Some works Feather et al. [2023], Wang et al. [2020] have tried to modify the receptive
elds of the convolution kernels to improve robustness.

Perhaps more relevant to our work are studies that systematically evaluate the impact on ro-
bustness of various attributes of DNNs, such as width, depth, normalization and initialization.
Several papers Loo et al. [2022], Patane et al. [2022], Bubeck and Sellke [2021], Zhu et al. [2022]
have sought to determine the impact of DNN width on adversarial robustness using neural tangent
kernels, which are analogous to in nite width DNNs. Benz et al. [2021] discovered that batch
normalization leads to reduced adversarial robustness due to the mismatch of the mean and vari-
ance statistics of natural and adversarially perturbed data. Zhu et al. [2022] conduct a systematic
analysis of the relationship between perturbation stability of DNNs and their width, depth, and
initializations, and provide theoretical results showing that increasing width also increases robust-
ness, while increasing depth may improve robustness or cause it to deteriorate depending on the
parameter initialization. The study of Zhu et al. [2022] complements our work on discovering
structural priors ([REF SEC]), however, while the theoretical analysis in this study is limited to
certain types of elements of DNNs, our empirical technique is not limited in this way and can be
used to discover a wider range of structural priors for robustness.

Severalbiological defenseave been proposed over the years. These defenses involve inte-
grating computational analogs of biological processes that are absent from common DNNs. The
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resulting models are made more robust to adversarially perturbed data, and have been shown to
better approximate the responses of biological neurons Dapello et al. [2020]. Most relevant to
our work are approaches related to foveation, lateral and top-down recurrence, and early stages of
audition. We present prior work related to each of these below.

Foveationrefers to the phenomenon of biological vision that causes the delity of the image
to be maximal close to the point of xation, and lower in regions further away from it. In an early
work, Luo et al. [2015] investigates the impact of foveation on adversarial robustness. They imple-
ment foveation by cropping the salient region of the image at inference time and show reduction
in attack success rates. This work has several shortcomings. Firstly, the biological plausibility of
this method is questionable because it does not simulate the degradation of visual acuity in the
periphery of the visual eld, rather it discards the periphery entirely. Secondly, it crops the image
after applying the adversarial attack, which means that the attack does not take into account the
cropping, which is akin to obfuscating the gradients, and hence any reported improvements in ro-
bustness are suspect. A later work Vuyyuru et al. [2020] (Retina Warp) avoids the aforementioned
pitfalls and simulates foveation via non-uniform sampling (regions further away from the xation
points are sampled less densely). Since this method is fully differentiable and highly biologically
plausible, we compare against it in this thesis. Some recent works Jonnalagadda et al. [2022], Gant
et al. [2021] apply foveation in the latent feature space (the intermediate feature maps generated
by a CNN). These works implement foveation by changing the receptive eld sizes of the convolu-
tional kernels based on the distance to the xation. Since they operate on the latent feature space,
rather than image pixels, their methods not directly comparable to our work in Chapter 5.

While Biologically derived acoustic features[Feather et al., 2019, Kim and Stern, 2016,
Slaney, 1988, Lyon, 1984, Ghitza, 1986, Seneff, 1988, Hermansky et al., 1991] have indeed been
extensively studied in prior works, they are not widely used in modern speech processing systems,
which generally operate on either the raw waveform [Baevski et al., 2020] or the log mel spectro-
gram [Radford et al., 2023]. While the use of the Mel Iterbank does impart a degree of biological
plausibility to the log Mel spectrogram, it does not represent several processes that occur in the
cochlea and the auditory nerve, including ltering, more realistic non-linearity, lateral suppression
and cross/auto-correlation [Stern and Morgan, 2012]. Prior research has shown that while more
bio-plausible feature extraction methods[Stern and Morgan, 2012, Lenk et al., 2023] do not usu-
ally improve speech recognition performance on clean speech, they do improve performance on
degraded and noisy speech, however, their impact against adversarial perturbations is yet to be
fully evaluated.

Recurrenceis known to be prevalent in the human and, in general, animal brain [Bullier et al.,
2001, Briggs, 2020], and has been linked to the robustness of both audio Stern and Morgan [2012]
and visual Spoerer et al. [2017], Wyatte et al. [2014] perception. In contrast, most DNNs used for
perceptual tasks, particularly image-based ones, are predominantly feed-forward. While Recurrent
Neural Networks (RNN) are widely used in speech recognition, they add recurrent circuits between
groups of neurons in the same layer (analogous to brain regions). Meanwhile, recurrent circuits
in the brain also connect neurons from different regions, resulting in feed-back circuits carrying
information from areas of higher-level processing to those of lower-level processing. Markov
et al. [2014] posits that feedforward DNNs can model human visual perception immediately after
(< 200 ms) the onset of the stimulus, because when the stimulus is presented for an extremely
short duration, humans tend to make similar errors as DNNSs. In the case of auditory perception,
feed-back circuits orginating in higher-processing areas go all the way back to the cochlea, which
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leads to ampli cation of lower amplitude signals, and compression of the dynamic range Stern and
Morgan [2012].

Given the relationship between robust perception and recurrence, several approaches have been
proposed to integrate recurrence into DNNs. One of the most well known of these is known as the
predictive coding hypothesis Rao and Ballard [1999], which posits that recurrent connections are
involved in a form of Bayesian optimization in which the feed-forward activations are optimized
to be maximally predictive of the observed stimulus. Paiton et al. [2020] analyzed the dynamics of
predictive coding to show that it has the effect of pushing the hidden representations of the DNN
to prototypical representations, thus limiting the ability of an adversarial attack to induce arbitrary
representations. Choksi et al. [2021] and Huang et al. [2020] propose methods for integrating
predictive coding in DNNs and demonstrate improved robustness to adversarial attacks and other
corruptions. Our work on constraining the inter-neuron correlations (Chapter 6) can be seen as a
special case of predictive coding in which the activations of the neurons are not only optimized to
be predictive od the input, but also to respect a xed inter-neuron correlation matrix that is learned
during training.

There is a body of literature on applying recurrent DNN architectures that departs from the pre-
dictive coding hypothesis and seek to train recurrent models without speci ¢ constraints. Schwarzschild
et al. [2021] and Bansal et al. [2022] developed recurrent models maze solving DNNs that have
the ability to dynamically adjust their analysis depending on the complexity of the task, and even
to correct for corruptions. Kubilius et al. [2018] demonstrate that adding recurrence to image
recognition DNNs improves their correspondence to biological neurons. These prior works mostly
added lateral recurrence, i.e. recurrence between neurons in the same layer (or block). Our work
on integrating recurrent connections to DNNs extends this body of work by introducing feed-back
connections.

2.3 Robustness Evaluation

Prior work has developed guidelines and benchmarks for accurately evaluating the robustness of
DNNs and reliably tracking progress by enabling fair comparisons between methods. In the do-
main of vision, the following works have proposed guidelines and benchmarks. Carlini et al. [2019]
provide guidelines on how to reliably measure the adversarial robustness of DNNs. Croce et al.
[2020] propose an adversarial robustness benchmark and leaderboard based on AutoAttack Croce
and Hein [2020c]. Hendrycks and Dietterich [2019], Hendrycks et al. [2021a] and Hendrycks and
Dietterich [2019] propose benchmarks and metrics for measuring the robustness of image recog-
nition models to non-adversarial perturbations. In the domain of audio and speech processing
however there is considerably less prior work on robustness benchmarks. To measure adversarial
robustness of speech recognition models Olivier and Raj [2022b] developed a library contain-
ing implementations of a variety of adversarial attacks, which they applied to a number of recent
speech recognition models and presented the results. While this work is indeed a very good starting
point, itis not, nor does it claim to be, a benchmark insofar as it does not propose a particular evalu-
ation methodology. The measurement of non-adversarial robustness in prior work has been done in
a non-standardized way with each paper de ning and measuring robustness differently. A common
de nition seems to equate robustness with domain transfer Likhomanenko et al. [2020], Radford
et al. [2023], Hsu et al. [2021b]. Practically this means evaluating on a variety of datasets, under
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the assumption that these datasets suf ciently represent the real world diversity. This approach has
two major shortcomings: (1) the assumption that commonly available datasets would accurately
re ect real world diversity may not be true, and (2) this evaluation methodology does not provide
ne-grained results about the strengths and weaknesses of DNNs; for example, Likhomanenko
et al. [2020] shows word error rates for 3 settings: clean, noisy, and extreme, for each dataset. It is
not readily discernible exactly what types of perturbations the model has issues with. Our work on
the audio robustness benchmark aims to Il this gap in prior work.
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Chapter 3

Towards Adversarial Robustness via
Compact Feature Representations

3.1 Problem and Motivation

Adversarial attacks exist, in large part, because DNNs are overly sensitive to spurious features
llyas et al. [2019], such as high-frequency components Wang et al. [2020] and texture Geirhos
et al. [2018a]. These features are somewhat correlated with the true labels, either coincidentally
or due to sampling biases in the training data, however, they are often semantically unrelated to
the ground truth, and meaningless for humans Wang et al. [2020]. Therefore an adversary can
craft adversarial perturbations that modify these spurious features and induce misclassi cations in
DNNs, while remaining invisible or irrelevant to humans Geirhos et al. [2018a]. Hence, reducing
the model's reliance on super uous features can make it more robust to adversarial perturbations.

In this thesis, we propose a method to remove the in uence of super uous features from the
model. The cornerstone of our approach is the observation that each neuron in the hidden layers
of a neural network is a feature detector for the subsequent subnetwork. Based on this observa-
tion, we can drawn an equivalence between neurons and features, which implies that to remove
the in uence of a super uous feature we must remove the neuron that detects it. To identify such
neurons we decompose the features learned by a neural network into two components: the redun-
dant information that is already encoded by other features, and the novel information encode by
this feature. Based on this decomposition we select neurons that provide the maximum amount of
novel information about the target output and discard neurons that encode redundant or irrelevant
information. We modify a neuron pruning technique called LRE-AMC Shah et al. [2021] to use
our neuron selection criterion and remove super uous neurons from several well known image
recognition models. We discuss the technical details of our approach below.

3.2 Technical Overview

3.2.1 Redundant Features Allow Adversarial Attacks

Central to our study is the observation from Wang et al. [2018] that an overspeci ed input is a
necessary condition for the existence of adversarial examples for Machine Learning (ML) models.
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Figure 3.1: a) The example decision boundary. b) A minimal network that models it. The blue, or-
ange and green connections represent weights of +1,-1, and 0. The numbers in the circles represent
the biases. (Image credits Shah and Raj [2020])

ML models operating on over-speci ed inputs need to be able to model the target function for a
larger number of input patterns compared to ML models operating on minimally speci ed inputs.
For example, a model can learn the functipn= x1XORXx 2 with just four training patterns.
However, if the input to the model is overspeci ed by adding an additional variaBldat would
need to see eight input patterns to learn that the valig bas no impact on the outpyt If some
input patterns were not available to the model during training (as is usually the case), the model
would need to choose, from an exponential number (in the number of missing patterns) of possible
assignments, one assignmentydb associate with the missing patterns.

If the model learns an incorrect assignmeny @fwould be possible for an adversary to change
the output of the model by modifying.

We can considex;; X, andxs to befeatures and thus, to make models more robust we would
want them to use the smallest set of features that can be used to correctly compute the target
function, i.e. the Minimal Suf cient Statistic (MSS).

3.2.2 Neurons Are Features in a Deep Neural Network

In a DNN neurons in each layer compute features from the layer's input so the number of features
computed in a layer is equal to the number of neurons in that layer (assuming distinct and non-zero
activations). These features then become inputs for the downstream network. To illustrate this,
consider the simple decision boundaries presented in Figure 3.1(a) that are modeled perfectly by
the handcrafted network with threshold activations in Figure 3.1(b). The eight neurons in the rst
layer are feature detectors for the eight boundaries. Each neuron indicates on which side of the
respective boundary the input point lies. The two neurons in the second layer determine if the
input point is located within each of the two squauseng the features derived from the input in

the rst layer. Likewise, the output neuron in the nal layer is a linear classi er that operates on
the features computed by the second layer.

Given the equivalence between features and neurons, if a layer has too few neurons, the input
to the downstream subnetwork would be under-speci ed causing the model to perform poorly. If
the layer has too many neurons the input to the downstream network is overspeci ed making it
vulnerable to adversarial attacks. In the subsequent section we will present a method for reducing
the number of super uous neurons (features) in the model, and thereby reducing the adversary's
attack surface and making the model more robust.
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3.2.3 ldentifying Non-Spurious Features

Suppose that the model (or a layer in the model) computes the featUfesetf,;:::;f,g. Let

F i = Fnff;g. Each featuré; 2 F can be decomposed into two components as
fi= i+ (3.1)
where the ; is predictable from thetherfeatures inF i.e. ; = (F i), while ; is the residual

information carried by the feature. In our current implementation we tak@be a linear function.
The details of this estimation are presented in 3.3.1.
Based on this decomposition we can de ne the “usefulness” of a feature (for a given tésk) as

amount of residual information it carries about the target outdatinformation theoretic terms,
the usefulness df; can be quanti ed asl ( i;Y), the mutual information between the residual,

i, and the target output. Computing mutual information for random variables with unknown
distributions is challenging so we approximate it. While there may be others, in this paper we
explore two methods to perform this approximation:

1. Estimating the effect of removing from f; on the loss function using a rst-order taylor
approximation arounti; as
L) = LED (3.2)
whereL(f;) represents the loss when featuisf;.

This provides an ef cient method for computing,, because apart from, all the other
required information is already computed during forward and back-propagation steps.

2. Estimating a lower bound on mutual information using MINE Belghazi et al. [2018]. MINE
is a neural model that computes the neural information meaksuf¥;Z) 1(X;Z). We
estimate the non-spurious information encoded by a feature(as Y).

After having identi ed the neurons that compute spurous feature, we proceed to remove them
using Annealed Model Contraction with Lossless Redundancy Elimination (LRE-AMC) Shah
et al. [2021].

We have chosen LRE-AMC because its neuron selection criteria is closely related to the one we
proposed above except that it prunes away neurons with the smallest valyesloéreas we use
the mutual information between and the target output. This similarity greatly simpli es the
implementation of our proposed neuron selection criteria from 3.2.3, especially of equation 3.2. In
the next section we brie y describe LRE-AMC and provide further details about our modi cations.

3.3 Removing Spurious Features Using Annealed Model Con-
traction

3.3.1 Annealed Model Contraction with Lossless Redundancy Elimination
(LRE-AMC)

LRE-AMC Shah et al. [2021], Shah and Raj [2020], iteratively removes neurons from each layer
and ne-tunes the compressed model using a knowledge distillation objective Hinton et al. [2015].
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During pruning, LRE-AMC prioritizes the removal of neurons whose post-activation outputs are
(almost) linearly predictable from the outputs of the other neurons in the same layer.

To identify linearly predictable neurons in layleLRE nds a transformation matri>A(!), that
approximates an identity map oveP, the non-linear activations of neurons in layefo exclude
the trivial solutionA() = |, the diagonal components &fare contstrained to be zero. Formally
A is de ned as

2
AT = min Ezo=1,,00ix D Z07A0 20 , Stdiag(A) =0 (5:3)

The columns oA(") contain the coef cients that best predict the corresponding componeft of
as a linear combination of the all the other components. We cah useestimate i(') as i(')
z0"AY and Pas "z . Neurons whose post-activation output is linearly predictable,
i.e. J ij is small, can be safely removed since they are not contributing useful information to the
model.

After each round of pruning the model is ne-tuned using the following objective

L= H 2 Y 4 H Yue; W) (3.4)

whereH represents the cross-entropyndv are the logits from the unpruned and pruned models,
respectively, is the softmax function and, and , respectively, control the temperature of the
distribution and the relative contributions of the two loss terms.

3.3.2 Modifying LRE-AMC for Removing Spurious Features

We incorporate the measures of spuriousness from 3.2.3 into LRE-AMC by modifying the scoring
function it uses to select neurons for pruning. To compute the gradient based measure of spurious-
ness we scalg by the empirical estimate &fY(f;) such that the score for the neurons in lalyisr
computed as

® Ez('):f1;|(x)jx pl zm L( (I)) (3.5)

where ™ and " are vectors containing thes and ;s corresponding ta’s inz(", and s

the elementwise product of vectors. Here we computégth = 1 in equation3:4. On the other
hand, the mutual information based measure of spurioushess, Y ), is directly computed using
MINE. Apart from the scoring function, we do not modify any other aspect of LRE-AMC.

3.4 Key Results

In our experiments, we assume the worst-case whitebox threat model in which the adversary has
complete access to the targeted model including the gradients for all the parameters. The adversary
searches for adversarial examples;inand’, balls of various radii, denoted By around the input
using Projected Gradient Descent (PGD) Madry et al. [2017] on the cross-entropy loss. We used
the implementation of PGD from Advertoch Ding et al. [2019] in our experiments.

We used CIFAR10Krizhevsky et al. and MNIST LeCun et al. [2010] datasets to train and
evaluate several well-know deep learning models. Speci cally, we trained VGG-16Simonyan and
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AcCrop W/ K"Ky AcCrop W/ K"K,

Method P | ACCen | ElAcGon] | 7" g 16 | 05 10 20
VGG16-CIFARLO
None | 0.0 | 90.3 13 | 14 00 00| 40 18 06

None-AT | 0.0 74.9 31.6 57.1 371 8.6|532 276 35
None-GS| 0.0 82.9 20.6 435 138 038|476 166 1.0
TD-LG 87.7 | 85.6 17.7 200 174 13.3 20.6 19.3 15.8

TD-V 84.6 | 87.7 9.7 112 93 57|115 99 6.8

RR-MI 98.3 | 85.7 9.5 11.8 92 7.0/124 95 7.1

GL-MI 726 | 88.6 9.3 106 88 56|125 110 7.3
AlexNet-CIFAR10

None 0.0 77.5 2.8 89 03 0.08 723 0.2 0.06

TD-V 97.7 | 74.6 18.6 23.7 17.0 143 25.0 173 145
RR-V 973 | 73.8 18.5 19.7 193 17.8 19.3 183 15.7
TD-LG 98.3 | 723 111 146 10.1 95132 9.8 9.2

TD-MI | 983 | 72.2 50 |102 42 32|95 43 37

P | AcCen | E[ACCHb] oézccr()bov.\;k kl0.4 2ﬁ>ccmb3\.l\cl)k ki.o
LeNet-MNIST

None | 0.0 | 99.1 4.0 12 00 00]180 397 10

TO-MI | 86.8 | 957 | 124 |131 121 102 149 127 115

TD-LG | 93.9 | 96.2 3.9 63 45 28|63 28 08

RR-MI 96.5 | 96.0 3.9 31 11 03|100 57 31

Table 3.1: The table presents the reduction in the number of parametess),the accuracy

of the model on clean data (Agc), the average accuracy of our CIFAR10 and MNIST models
on adversarially perturbed data (Agcw/ k"k; ), and the accuracy of the model adversarially
perturbed data for various perturbation sizes (Acwv/ k"k). The method follows the format
[compression scheme]-[criteria].

Zisserman [2014] and AlexNetKrizhevsky et al. [2012] on CIFAR10 and LeNet LeCun et al. [1998]
on MNIST. We trained the models from random initialization to convergence on the clean dataset
using stochastic gradient descent, with a learning rate of 0.1amgjularization weight of 0.005.
During training 20% of the training data is used for validation, and if the validation accuracy does
not improve for more than 5 epochs the learning rate is halved. The adversary performs 100 steps
of PGD over'; balls. On CIFAR10 the adversary explored balls of" 2 5%:; 5% 15 and’,
balls of" 2 f 0:5; 1:0; 2:0g with steps sizé}l. In experiments on MNIST the adversary explored
balls of" 2 f 0:2; 0:3; 0:4g and ", balls of" 2 f 2:0; 3:0; 4:0g with steps siz%.

We con gured LRE-AMC hyperparameters to be= 4 and = 0:75. During the ne-tuning
steps the Adam optimizer with learning rate 0.0001 grreégularization weight of 0.0001 are used.
We experiment with three schemes of applying LRE-AMC to the model, namely Top-Down (TD),
Round Robin (RR) and Global (GL). In TD we move up the model, starting from the penuiltimate
layer, shrinking each layer maximally using LRE-AMC as long as the accuracy remains above a
thresholdt. In RR, we repeatedly loop through the layers, starting from the top. In every iteration
we apply LRE-AMConceto each layer and we repeat until no more neurons can be removed
without degrading the model's accuracy beyond a thresholth GL we score neurons from all
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the layers in the network using the equations from 3.3.1 and use LRE-AMC to remove a fraction
of the highest scoring neurons. In all cases, we con gure LRE-AMC to remove up to 25% of the
neurons from a layer (for TD and RR) or the whole network (for GL) in each pruning step. We
conducted experiments with2 f 0:05;0:03; 0:01; 0:0g. We run experiments with three scoring
methods, speci cally, the method from Shah et al. [2021] (V), the score based on the derivative of
the loss described in equation 3.5 (LG) and the mutual information metric described in 3.2.3 (Ml).
We present our most salient results, in terms of the average accuracy on adversarial data, in Table.
3.1.

Our approach improves robustness to white-box attacksWe see that removing spurious neu-

rons from the network using our approach greatly improves the model's robustnessaid

"» bounded attacks, especially in the case of VGG16-CIFAR10 where using the gradient based
selection criteria improved the average accuracy of the model, on perturbed data by more than
16% (absolute) compared to the standard model and by 8% compared to the model compressed
with LRE-AMC. We observe similar improvements on LeNet-MNIST and AlexNet-CIFAR10. On
AlexNet-CIFAR10 vanilla LRE-AMC outperforms our selection criteria. In fact, AlexNet with
TD-V provides the best robust accuracy in all our experiments.

Comparison with Other Defenses:We applied two highly successful defences, namely adversar-

ial training (AT) with PGD Madry et al. [2017] and gaussian smoothing (GS) Cohen et al. [2019b]

to a baseline VGG16-CIFAR10. The results are presented in Table 3.1 as None-AT and None-GS.
We performed AT using 7 PGD steps of si% with K"k, 2%5 For GS we sampled noise from

N (0; 0:29 ). We note that for small values &fk AT and GS defences make VGG16 signi cantly

more robust than models pruned with our technique, however for larger values the accuracy of
these models precipitously decreases.k&, = 16 andk"k, = 2:0 our TD-LG model has an
accuracy that is 4.7% and 12.3% greater than the AT model. In addition to being more robust at
higher noise levels, the TD-LG model also achieves 9.7% greater accuracy on clean data than the
AT model.

It appears that the defenses like AT and GS do not generalize very well to perturbations outside
the™, ball they are trained with. We posit that a reason for this is that they do not explicitly evaluate
the features being learned, and thus, it is possible that they retain some spurious features that
adversaries with larger perturbation budgets can easily exploit. Furthermore, it is very important to
note that, unlike the other methods, our models were traineteam images onlyThe fact that our
models were able to resist strong high-perturbation attacks without ever seeing out-of-distribution
data suggests that the latter is not as strong of a requirement that existing studies have made it out
to be. In fact, our results seem to suggest that techniques that rely minimally on perturbed training
data can generalize better to different attack methods and con gurations.
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Chapter 4

Uncovering the Robustness Potential of
Neural Architectures by Measuring the
Probability of High Adversarial Accuracy

4.1 Problem and Motivation

Investigation into the nature of adversarial perturbations have suggested that ML models learn
some features that are semantically irrelevant for humans but are suf ciently correlated with target
output that by learning them the model can effectively minimize the training loss . These type
of features have been called “non-robust features” because if the data was modi ed in such a
way thatonly the non-robust features were perturbed, then to a human observer it would appear
semantically identical to the original data, but it would appear different to a ML model that relies
on these non-robust features. Conversely, features that are semantically relevant for humans can
be called “robust features” because if they are perturbed the data will appear semantically different
from the original data to a human. It follows that the non-robust features can exploited to generate
adversarial perturbations and thus a model is robust to adversarial perturbations to the extent that
it makes predictions based on robust features.

Broadly speaking there are two methods of training a ML model to learn a particular feature (or
a particular class of features). The rst method is to sample the training dataset such that without
learning the desired feature the model will not be able to make accurate predictions. This approach
will be successful to the extent that the training data represents the distribution of the desired
feature and the model has suf cient capacity to learn the feature. Adversarial training [Madry
et al., 2018a] uses this method by training the model on adversarially perturbed data instead of
the original data. The second method is to introduce an inductive bias, which is usually based on
domain knowledge, into the model itself or in its training algorithm that encourages it to learn the
desired feature. For example, based on the knowledge that high-frequency components of images
are not very relevant to visual perception (if they are even perceptible) Wang et al. [2019] showed
that by smoothing the convolutional Iter weights the robustness of a convolutional neural network
may be improved. These two methods are not mutually exclusive and are often employed together,
with the expectation that adding the inductive bias might reduce the amount of training data and
the size of the model required.
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In this thesis, we show empirically that common components and hyperparameter settings of
Deep Neural Networks (DNNs) behave as inductive biases vis a vis the adversarial robustness of
the DNN. We observe that if a DNN having suf cient capacity to model the robust boundary is
trained to achieve high accuracy on clean data, it will, with a certain probability, also be robust —
we refer to this probability as thidatural Robustness PotentfBIRP) of the model. To estimate
the NRP for a given DNN architecture and hyperparameter setting we train several DNNs, each
having the same architecture and hyperparameters but different (random) parameter initialization
and compute the NRP as the ratio of the number of models that achieved high accuracy on clean
and perturbed data, and the number of models that achieved high accuracy on clean data, but not
necessarily on the perturbed data.

We observe that manipulating common DNN design choices can in uence the NRP of the
resulting model. For instance, increasing the number of neurons or convolutional lters in each
layer or adding shortcut connection increases the NRP of the model, while increasing the number
of layers or adding batch normalization reduces the NRP of the model. Furthermore, we nd that
these observations generalize across datasets and models of different complexities — the trends
observed in Multi-Layered Perceptron (MLP) models trained on a 2D toy task of computing a real
valued XOR, can also be observed in MLPs and CNNs trained on the much more complex MNIST
dataset. Changes in NRP induced by modeling choices are not chance occurrences or artifacts of
the simple training data and small models, but rather indicate that certain DNN design choices in
fact improve the likelihood of nding robust models independent of the training task and model
complexity.

4.2 Technical Overview

To illustrate the phenomenon of accidental robustness we consider deep neural networks trained
to approximate a real-valued variant of the XOR function. The Boolean XOR function (BXOR)

is a binary operator (usually denotgg  X,) that takes Boolean inputs and outputs True if and
only if one of the inputs is True and the other is False. The function can also be extended to an
arbitrary number of inputs by using the base case BXQR= x; and the following recursive

rule forn 2

BXOR(X1; ;i Xn) = BXOR(Xy;::; %)  BXOR(Xj+1;:5; Xn)

Unlike the case of, for example, functions de ned over natural images, the BXOR domain spans
the entire input space. Therefore while on image classi cation there is for each input a region
of input space in which the pixel values may change semantics of the input remain unchanged,;
in the case of the Boolean XOR any perturbation changes the input in a semantically meaningful
way. Due to this property, the Boolean XOR function does not permit adversarial perturbations as
de ned in this work. To get around this limitation, in this paper we use a real-valued variant of the
XOR function (RXOR), which de ned as RXOR1) = sign(x;) and forn 2

RXOR(X1; 5 Xn) = RXOR(X1; 25 X)) 8 RXOR(Xj+1; 5 Xn)

wherex; 2 [ 1;1]. Itis easy to see that this formulation of the XOR function permits perturbations
that do not change the input in semantically meaningful ways. For instangg;ifaire xed,
changingx; from 1to > 0does not change the value of RXOR; ::; Xi; i3 Xn).-
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Figure 4.1: 2D RXOR dataset illustration. The yellow section is the adversarial region, i.e. in our
framework set difference between the test data support and the training data support.

The domain of RXOR contains in nitely many elements, therefore it is impossible to train a
model on the entire input domain. Moreover, since the training set of the model is a nite sample
from an in nite set, a non robust solution is necessarily permitted. This is because any nite sample
from[ 1;1]" will necessarily produce a region around the decision boundary (the standard bases
of R™) from which no points are sampled; due to which multiple solutions are made possible of
which only one is the true one. This is shown in Figure 4.1 where the yellow region around the
axes represents the unsampled region. For example, if in the traininggdata > 0then a valid
solution, given this training data, might considex x; < to have sign -1, that is the decision
boundary is drawn at the edge of the yellow region. If this happens then an adversary might be able
to perturbx; just enough thad < x; < and cause a mis-classi cation. One could indeed argue
that the input with the perturbed is not part of the training data distribution and is an example of
anoff-distribution adversarial input

Based on the preceding discussion, we can de ne an adversarially robust model as a model
that can make highly accurate predictions even when test data is not in the support of the training
data distribution. Figure 4.1 illustrates an example of training and testing data distributions which
differ as mentioned above. The yellow region is in the support of the test data but not of the training
data. As a result the set of valid solutions i.e. those that achieve high accuracy on the training data
but not necessarily on the test data, is a superset of the set of robust solutions, i.e. those that
achieve high accuracy on the test data. If the prediction accuracy on the training data is the sole
metric, the optimization procedure will not be able to identify the robust solution from amongst
the valid solutions and hence will converge to the solution that is most accessible from the point
of initialization. It follows that the probability with which a trained model will be adversarially
robust is equal to the probability that a randomly initialized model is close to a robust solution. In
the subsequent sections we rst describe a monte carlo sampling based method for estimating the
probability that a randomly initialized model will converge to a robust solution, then we present
and analyse the estimates obtained by applying this method to various models trained to compute
RXOR. In our analysis we aim to isolate trends that can be used to inform modeling choices that
would facilitate the training of robust models.
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4.2.1 Methodology

To estimate the probability of arriving at a robust solution we use a monte carlo sampling based
approach, which is as follows. We begin by selecting an architecture for our neural network and
initializing the parameters of the network by uniformly sampling a point frgordanensional L2
norm ball, wherep is the number of parameters of the network. The radius of the norm ball is
chosen such that valid and robust solutions are possible within it. Next we use Stochastic Gradient
Descent (SGD) to optimize the parameters to minimize the prediction error on a training dataset.
In this step we perform only a small number of SGD updates because we only want to search for
a solution in the vicinity of the random initialization. This is to ensure that we are visiting a wide
range of solutions, in the case that SGD tends to end on a speci ¢ minimum given enough time.
The distribution of the training data resembles Figure 4.1 in that points are sampled uniformly from
([ L 1[[;1D", wherenisthe number of inputs to RXOR ands the width of the unsampled
region around the axes. Concretely, we sample dataXsetsX , for o < i < , such that
X, =fs xjx2R"x; U[;;1s2f L19";P(si= 1)= P(s; =+1) =0 :5g, where
represents element-wise multiplication. We then train the model on one of the data sets, say
X, and evaluate its accuracy on all of them. Note that the support of the text setiicludes a
region that is not in the support of the training set. Based on the de nition of robustness presented
in the previous section, if a model trained on the training set is able to make perfect predictions
on the testing set, we will consider it to be robust. More speci cally, we will refer to a model that
achieves 100% accuracy oh, as being ;-robust. Of course, all models that are trainedon
will be -robust for i but only some of them might be robust for ;.

For each value ofj, we repeat the above proceduxetimes to obtainN models that had
different random initialization and have been trained and evaluated on different samplings of the
training setX , andX ,::X ,, respectively. Next we create a set of valid solutions for each
denoted byV ,, containing models that were trained ¥n achieved 100% accuracy. We also
create, for each;, sets of robust solution® ; ;;::;;R |, , corresponding to different levels of
robustness and containing models that achieve 100% accura€y an; X , , respectively. Using
these sets we estimate the following probabilities:

* P(robust i; ) JTVJ—JJ — the probability of (quasi) randomly arriving at garobust.
i

» P(validjj) JVT'J — the probability of arriving at a valid solution by training &n

* P (robust i; ) JJ://—} — the oracle probability of robustness. This is the upper bound of
P(robus} ;; ;) that is achieved it/

onX , are recovered by training o

V ,, i.e. all the solutions achievable by training

4.2.2 Inuence of hyperparameters on accurate and robust classi ers

Given an numbem we de neF,, .a,.a,, @s the set ofi-hidden-layer binary neural classi ers, that
havea; neurons on the rst hidden layea, on the second, etc. The nal layer always has one
neuron for binary classi cation. When there is no ambiguityforwe nameh;; thej™ neuron of
theit layer. We namdﬂ% the pre-activation neuron (which is an af ne function).
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h, X,y 1, 1 ;11 1|11

hi.1 0 1 1 1

AND hia 1 1 1 0
f (= XOR) 0 1 1 0

hia 0 1 0 0

OR hi.q 0 0 1 0
f = (XOR) 0 1 1 0

Table 4.1: The necessary truth table$1pf andh;., whenh2is either an AND gate or an OR gate

We can establish the existence or non-existence of valid solutioKs for certain values of,
n, m, a and certain activation functions.

Proposition 4.1. For n = 2, with threshold activationss,., contains a classi er that is valid on
X forall0< < 1.

Proof. We exhibit anf, 2 F,.,. We set:
*hii=(x1 0); hiz=(x2 0)
* hy1=hyi? hye=(hga+hyz 2 0)
*hyp=1hpa": hip=( hia hgz 0)
* hg1=hz1_hap=(hz1+ hype 1 0)

In other wordsh; turns the RXOR problem into the traditional BXOR problem, which the two-
layer networkh,; hs can classically solve. Sinde; sends(xi;X,) onto the associated vertex
( 1, 1),anypointinX withO< < 1is correctly classi ed byf,.

O

It is obvious that any,, .a,:a,, With m 2 anda; also contain classi ef ;, since layers can

easily ignore some neurons or compute the identity function. On the other hand, results change if
we drop one layer.

Proposition 4.2. For n = 2, with threshold activations, giveb< ; < 2and%(< ,< 1 F,
contains a valid classi er orX , but not onX ,

Proof. In F, the sameh; as above cannot lead to a valid classi er: the rst layer must project
the dataset onto a linearly separable dataset, which binary XOR isn't. In fact, the only non-trivial
gatesh, can modelize are ANDa+ b  2)orOR @+ b 1), applied to the literal§: )h;., and
(: Yhy2. Without loss of generality we can assume tivat hy;  hyo0rhy = hyg N hyo.

f must correctly classify verticgs 1; 1). We can therefore reverse engineer the truth tables
of hy.; andhy., on each vertex, depending on wimatdoes.

* If hy is AND then we must havey;( 1;1) = hy(1; 1) =1 forj 2 f1;29. For at
least ong we havehyj( 1, 1) = 0: we assume itig = 1. By afnity h?,(1;1) =
h?.( 1;,1)+h},(1; 1) h},( 1, 1) Oasitisthe sum ofthree positive terms: therefore
h11(1;1) = 1. For at least ong we haveh;;(1;1) = 0: it must be ig = 2. Similarly we
can infer thahy,( 1; 1) =1. We write these truth tables in Table 4.1.
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* If h, is OR, we can apply a similar reasoning and gure out the truth tablés paindh;.,,
which we also report in Table 4.1.

We note that théﬁl{j must keep a constant sign over each connected componkEni(a#gions
[ 1; 1] [ L 1, [ L 1] [1 ;1] etc.), as any permissible change of activation
for a single hidden neuron changes the nal output. Respectively, if these conditions and the truth
tables above are met fbg.; andh;., thenf is valid. In theh,-OR case, writing

hii(xy) = ax+ by 1
the conditions orin;.; are equivalent to the following system of inequations:

8
2 a (1 )bx<1
(1 )a+bx<1
@a Ja+(@ )b 1

>

The existence of a solution depending onan be solved easily using linear programming. We
nd that the (a; b satisfying the equality case for the rst two inequationsare= ;b= 1.0On
this corner point inequation 3 becomes

2 2
— 1

ThereforeF, contains a valid solution oK iff <

wIinNy

]

To an extent, a similar reasoning could be repeated Rjtfor k > 2. However if that width
k becomes extremely large, it is possible for the network to become arbitrarily clése Tis
is because arbitrarily wide two-layer networks are universal approximators. Although we did not
derive it, we expect that the maximal value afould slowly increase fron§ to 1 when increasing
the width.

These very wide networks aside, two layer networks are insuf cient to achieve robust clas-
si cation on XOR with threshold activations. This changes when picking the ReLU activation
ReLU(x) = x*:

Proposition 4.3. For n = 2, with ReLU activationsk-3 contains a classi er that is valid oX for
alo< < 1.

Proof. It can be veri ed that with
hiq = XJ{ ; Ny = Xer ; hia = (Xg+ X2)*
hoa =(hy1+ hiz hyig  0)
thenf = f, O

The key difference with threshold cases is the continuity of ReLU. It makes it possible for a
rst-layer pre-activation neuron to change sign within a connected componerit like 1]
[1 ;1] ash‘{;3 does, while having a valid classi er.
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4.3 Experimental Setup

In our experiments we use Multi-Layered Perceptrons (MLP) without biases. We removed the
bias parameter because it is not required to compute RXOR and removing it reduces the parameter
count, which in turn reduces the memory and computation requirements of our experiments. We
ran experiments with various model architectures in order to observe the impact of width, depth
and activation functions on the probability of arriving at a robust solution. We set the radius of the
L2 norm ball from which the initial values of the parameters are sampled to 25. We optimize the
initial parameters by performing 20 updates using SGD with Nesterov momentum of 0.9.

To train and test the models we create data¥etsas described in the previous section, for

2 E = 10:4,0:3;0:2;0:1; 0:059 with each data set having 1000 points. We denote these 2D

datasets aX? for 2 E. We train each model architecture on each of the datasets separately but
we evaluate each trained model on all of the datasets. This allows us to determine what fraction
of models trained oiX{,, also achieve 100% accuracy ¥ij,. We will refer to such models as
being -robust for = 0:1. Of course, all models that are trained)oﬂ will be -robust for i
but only some of them might be robust for ;.

To estimate th@ (robusii;j ) we performN = 25000trainings. In each training training and
testing sets, and the initial parameters of the model are sampled randomly from their respective
distributions.

4.4 Experimental Results

4.4.1 Model Architecture Notation

In this section we adopt the following notation to refer to the model architecture. We use “MLP-
wi_... w -f," to refer to a MLP withL layers having widthsv,; :::; w. and activation functiof,.

In the case dropout Srivastava et al. [2014] (with probabg)tpr batch norm loffe and Szegedy
[2015] is used, the notation is changed to “MlRk- ... w, -f ;Dropoup” or “MLP-w;_... w -

f aBN”, respectively. If skip connections Srivastava et al. [2015] are introduced that connect layer
iptoi,, i, toiz and so on, then the notation becomes “MWP-... w; -f ;-wSKkip i > 2 >0 .

The notation used for CNNs is“CNN; h; w; f; s ...wny hy wy f; s-f)”
whereh; andw; are the height and width of the convolutional kerrelis the number of lters,

si Is the stride of the kernel ang is the number of consecutive layers that have the con guration
h, w; f; s;. Forexample, Conv-1x7x7x32-3_2x7x7x16-3-ReLU represents a model with 3
layers, the rst of which has a kernel of size 7x7, stride 3 and 32 lIters while the remaining layers
have the same kernel size and stride, but 16 lters instead of 32.

4.4.2 Probability of Robustness of Minimal Models

Here we present results from experiments conductedioimalmodels i.e. having the number of
parameters that are necessary and suf cient for solving RXOR. The minimal model for 2D inputs
consists of 1 hidden layer with 3 ReLU units as discussed in section 4.2.2.

Figure 4.2 shows how (robusf i; j) andP (robusi ;; ;) vary as the training and testing
data margins,; and ; respectively, are varied for 2D data. We see that for a xgdboth
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Figure 4.2:P (robusf i; ;) andP (robusf ;; j) curves for different values of (Test Data Mar-
gin) and ; (Train Data Margin) for the minimal model for 2D RXOR.

P(robust i; ;) andP (robusf i; j) decreases rapidly as is decreased to values less than

However,P (robusj ;; ;) falls faster tharP (robusi i; ;) and as a result as decreases\,/‘VL

i.e. the proportion of valid solutions fof ; that are recovered by training oh, , also decreases.
Stated another way, for a giveyy as ; is decreased not only does the numbegpadsible ;-robust
solution decreases but the ability of the training mechanism to actually nd these solutions dimin-
ishes. This indicates that perhaps better training and sampling methods might improve the odds of
arriving at j-robust solution, while keeping xed. On the other hand, we note that for a given

bothP (robusf ;; j) andP (robusj i; ;) increase as is decreased, which implies that regardless

of the value of ;, reducing ; can improve the odds of nding an-robust model.

4.4.3 In uence of Modeling Choices on Probability of Robustness

In this section we present experimental results that show the in uence different modeling choices
have onP (robusi i; j) andP (robusf ;; ;). The modeling choices we consider here are the
width of the network i.e. number of units in each layer, depth of the network i.e. the number of
layers, the activation function, the dropout probability, is batch normalization used or not, and are
skip connections used or not. To improve the clarity of presentation, in the remainder of this section
we do not show the curves féx(robusj ;; ;) andP (robusj ;; ;) but, instead, we summarize the
curve for each training margin;() by computing the area under it and presenting it as a bar chart
in Figure??. For a given j, we denote the area under tR¢robusj ;; ;) andP (robusf ; j)

curves as AUG and AUC, respectively.

Width

Figure 4.3a shows AUC and AUC for models consisting of one hidden layer containing 3, 6
and 9 ReLU units and trained on 2D data. We note that as the width of the network is increased
P(robust i; ;) also increases, albeit at a decreasing rate. Nevertheless, the impact of increasing
the number of units from 3 to 6 is substantial — A@lmost double andP (robusj0:05; 0:4)
increases from almost 0% to 3% aRdrobusj}0:1; 0:4) increases from 0.5% to 12%. These im-
provements take randomly achievingobustness for smallfrom being near impossible to being
reasonably probable — one can expectto nd a 0.9-robust model for every 9 models traixggl on
Turning our attention to AUC, we note that AUC, and consequently (robusj i; ), in-
creases very rapidly as width is increased. We also note that improvemen(riobusf ;; ;)
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outstrips the improvement i (robusf ;; ;), and this gap only grows as the width of the network
increases. This indicates that while wide models can nd a large number of solutions when trained
onX forsmall ;, they are unable to recover most of them when they are trained on).

Depth

Figure 4.3b shows AUC and AUC for four models, namely, MLP-6-ReLU, MLP-3_3-ReLU,
MLP-9-ReLU and MLP-3_3 3- RelLU (see Section 4.4.1). Note that the rst two and the last two
models have the same number of parameters, 18 and 27 respectively, so differ&{cebus; ;; ;)
are attributable to a change in depth of the model. We observe that among models with the same
number of parameters but different depths, the shallower models have higher AIhLCAUC
than the deeper models, indicating that both valid and robust solutions are a more dif cult to nd
for the latter models. Furthermore, we note that the impact of increasing the number of parameters
from 18 to 27 depends on whether the additional parameters increased the width of the network
or its depth. As noted in Figure 4.3a and again in FiglBb, if the width is increased we see
an appreciable increase in AUChowever, if depth is increased the change in AUE hardly
noticeable. Finally, we observe that increasing the depth of the model does causletAliJG
crease. This indicates that the additional parameters indeed enhance the ability of the model to
nd solutions for small testing margins;, but only if the training margin,; , is close to ;.

The above experiments indicate that to improve the odds of nding robust solutions the width
of the model must be increased and the depth decrease, however, if for some reason the depth
can not be decreased one may ask the question which layer should be widened? If resources are
plentiful then one may simply widen all the layers, but in case of resource paucity then one may
want to know which layers, if widened, lead to the most improvement in the odds of achieving
robustness. To investigate this question we use three layer models trained on 2D. The base model
contains three ReLU units in each layer. We generate three wider models from the base model by
increasing the width of each layer, one by one, by a factor of two. The Al AUC for these
models data are shown in Figure 4.3c. We note that in most cases, increasing the width of the rst
layer seems to improve AUCand AUC, .

Activation Function

To determine the impact of the activation function on the probability of arriving at robust solution
we take the widest model architectures from 4.4.3, set the activation function to one of ReLU, Tanh
or Sigmoid, and compute AUCand AUC . We also add biases to these models because for some
of the activation functions the models can not learn RXOR without af ne computations. Figure
4.3d shows that for all, AUC | and AUC. are maximal when RelLU activations are used.

Batch Normalization

To observe the effect of batch normalization, we take MLP-9-RelLU and add a batch normalization
layer after the linear layer and before the ReLU to obtain MLP-9-ReLUBN. Figure 4.3e shows
AUC | and AUC, for the two models. We observe that the addition of batch normalization has
reduced both AUC; and AUC meaning that the introduction of batch normalization has made
both robust and valid solutions less accessible. This observation con icts with our expectation
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since batch normalization is known to improve accuracy if training and testing data are identically
distributed, but, perhaps this effect is due to simplistic nature of the RXOR problem. However,
it is in line with our expectation and existing literatupPe that batch normalization reduces the
likelihood of nding a robust solution.

Dropout

To observe the effect of dropout, we take MLP-9-ReLU and apply dropout with probgbditgr

the linear layer and before the RelLU to obtain MLP-9-ReLUDropputherep 2 f 0:3;0:69.

From Figure 4.3f we see that the addition of dropout wath 0:3 increases AUC but reduces
AUC . This indicates that regularization provided dropout prevents the training algorithm from
tting the decision boundary too close to the training data. Increapitay0.6, however, leads to

a reduction in both AUG and AUC , which indicates that this level of regularization diminishes
the model's capacity to model the data.

Skip Connections

To test the impact of skip connections we take a two layer model with 9 ReLU units in each
layer (MLP-9_ 9-ReLU), and add a skip connection from the output of the rst layer to the output
of the second layer (MLP-9_9-RelLU-wSkip_1>2). Our expectation is that the addition of skip
connections would increase the likelihood of nding robust models compared to MLP-9_9-RelLU
because the training algorithm can set the weights and biases in the second layer to zero and
recover a single layer model with 9 hidden units, which, based on the above results, should be
more robust than a two layer model. Looking at Figure 4.3g we note that it is indeed the case that
skip connections improve AUCand, to a lesser extent, AUC

To summarize, the experimental results presented above have yielded the following insights:
(1) wider models are likely to be more robust than narrower models, (2) deeper models are likely
to be less robust than shallower models, (3) increasing the width of the earlier layers improves the
odds of robustness, and (4) the activation function that maximizes the odds of robustness depends
on the function being modeled. These insights together suggest that the odds of robustness may be
improved by rst nding the minimal architecture for the task, ideally in terms of the number of
parameters since that may involve selecting the best activation function but if that is not possible
than in terms of the number of layers, and then widening this architecture as much as possible.

4.5 Generalization to More Complex Data and Models

In Section 4.4 we considered simple models (MLPs) trained on a very simple dataset (2D RXOR),
however, the datasets and models used in practice are much more complex. If the general trends
relating different modeling choices to the robustness potential that are observed on the simple mod-
els and datasets generalize to more complex ones, then we can use them as rules-of-thumb when
training models for practical tasks. In order to verify if the trends from 4.4 hold when more com-
plex datasets and models are used, we repeat the experiments using larger MLPs and Convolutional
Neural Networks (CNNSs) trained on the MNIST dataset LeCun et al. [2010]. The methodology
for the experiments is similar to the one presented in 4.2.1 with the following changes:
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Figure 4.3: The in uence of various modeling choicesffrobusf ;; ;) as measured by AUC

and AUC, for MLPs trained on 2D RXOR data. Sub gure (a) shows the areas for smgle layer

MLPs with increasing width, (b) shows the areas for MLPs with increasing depth, (c) shows the
effect of widening different layers in a 3 layer MLP, (d) shows the effect of changing the activation

function, (e) shows the impact of adding batch normalization, (f) shows the impact of adding
dropout and (g) shows the impact of adding skip connections in a 2 layer MLP.

1. The notion of the margin used in 4.2.1 is not applicable to the natural image classi cation
task and needs to be modi ed because, unlike the RXOR problem, the decision boundaries
are unknown. Therefore, instead of considering a margin of widdihound the decision
boundary beyond which all data lies we consider a margin around the datapoint. This cor-
responds to a hypercube having sides of lerytko be speci ¢, around each input in the
dataset from which we sample training and testing datapoints. To sample hypercube ef -
ciently we run Projected Gradient Descent (PGD) Madry et al. [2018a] for a xed num-
ber of steps to nd data points within th2 hypercube that are not correctly classi ed
by the model. This change necessitates rede ning the data sefs as fx + | =
argmax ¢, L(f(x+ );y)g. wherex is an image from the datasetis the true label
of the imagef is the model andl is a loss function that indicates how close the prediction,
f(x+ )istoy. If no pointis found within the hypercube for which the model makes an
erroneous prediction we conclude that the modetigbust. Due to this change in the re-
mainder of this section we use the training margjnand testing margin,, to refer tothe
margin around the data point and not around the decision boundary

2. In practice, however, the condition that every point in the hypercube must be classi ed cor-
rectly is unrealistic because currently 100% accuracy is not achievable on these datasets even
for = 0. Therefore, We relax the de nitions of valid and robust solutions such that a valid
solution is one that achieves accuracy at leasin the training data, and a robust solution
is one that achieves accuracy at leastn the testing data. All the experimental results that
follow have been obtained with = , = 0:85.

3. We increase the number of SGD updates performed on randomly sampled parameters. This
is done because the natural image classi cation task is more complex, training accurate
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models requires more iterations.

4.5.1 Experimental Results
Trends in MLPs

While MLPs are generally not used in computer vision tasks, we include them in our evaluation
in order to maintain a degree of similarity with earlier experiments that would allow us to gauge
the impact of increased the data complexity and dimensionality on the robustness potential of the
models.

Figure 4.4 shows the AUCand AUC for different modelling choices. We see that the rela-
tionship between different modeling choices and, AU&hd AUC that we observed in models
trained on 2D RXOR has carried over to models trained on the much more complex MNIST data.
Speci cally, we see that the likelihood of nding a solution that generalizes to smallee. an

i-robust solution for; > ;, is increased by increasing the width of the model, particularly of the
earlier layers, applying dropout with appropriate probability and introducing skip connections. On
the other hand, increasing the depth of the network and applying batch normalization reduces the
likelihood of nding an j-robust solution.

While the general trends remain consistent between models trained on 2D RXOR and MNIST,
there are some differences that are worth noting. Firstly, in the case of 2D RXOR models that
used the RelLU activation performed better (see Section 4.4.3) whereas we see from Figure 4.4d
that MLPs with Sigmoid units improve the robustness potential of the models trained on MNIST.
This observation prevents us from making any claims about the relationship between robustness
potential and activation function, rather we posit that certain activation functions are better suited
to certain models and dataset. Secondly, we note from Figure 4.4e that adding batch normaliza-
tion to a model increases AUCbut decreases AUC This observation is consistent with our
expectation and existing literature since it is common to use batch normalization to increase the
classi cation accuracy loffe and Szegedy [2015] and a recent s shown that batch normal-
ization is detrimental to adversarial robustness because the normalization parameters are ill suited
for perturbed data.

Trends in Convolutional Neural Networks

Having veri ed that the relationship between modeling choices and robustness potential transcends
data complexity, we run experiments to determine if this relationship is maintained when the com-
plexity of the model is increased. To this end, instead of using MLPs, the experimental results
presented in this section use CNNs. At each layer of a CNN the output is computed by diving the
input (or the output of the previous layer) into segments and applying a single layer MLP to each
input segment. Therefore the modeling choices that apply to MLPs also apply to CNNs. Note that
the number of convolutional Ilters represents the width of the model. In addition to the modeling
choices common between CNNs and MLPs, there are some CNN speci ¢ modeling choices related
to how the input is to be segmented. In practice segmentation is performed via sliding a window
over the spatio-temporal dimensions of input and the modeler may choose the size of the window
and thestride by which the window is moved in each step. Based on the sizes of the window
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Figure 4.4: The in uence of various modeling choicesffrobusf ;; ;) as measured by AUC

and AUC, for MLPs trained on MNIST. Sub gure (a) shows the areas for single layer MLPS
with i mcreasmg width, (b) shows the areas for MLPs with increasing depth, (c) shows the effect of
widening different layers in a 3 layer MLP, (d) shows the effect of changing the activation function,
(e) shows the impact of adding batch normalization, (f) shows the impact of adding dropout and
(g) shows the impact of adding skip connections in a 2 layer MLP.

and stride in the previous layers, we can determine for a layezceptive eld i.e. the effective
window size for the layer with respect to the input to the model.

Figure 4.5 shows the AUC and AUC, for different modelling choices. Considering the
choices that are common between MLPs and CNNs rst, we note that the general trend observed
in Sections 4.4 and 4.5.1 are present here as well with one exception that is increasing the width
of the middle layer and the last layer yields higher AUend AUC than increasing the width of
the rst layer (see Figure 4.5c¢), with the middle Iayer yielding the highest AU@e hypothesize
that this difference arises because unlike the MLP, the CNN processes segments of the input. The
receptive eld of the CNN increases at deeper layers so the additional width is more useful when
the model is processing a larger part of the input.

Turning our attention to modeling choices speci ¢c to CNNs, namely the size of the receptive
eld (Figure 4.5h) and the stride (Figure 4.5i), we note that models that have a larger receptive
elds and smaller strides tend to have greater robustness potential than those with smaller receptive
eld and larger strides, respectively. Changing the receptive eld and the stride can change the total
number of model parameter so we slightly modi ed the width of the network such that the total
number of parameters in the models being compared remained similar. This change of width does
not confound the results the widest model is not the one with the highest, As@ AUC. in
Figures 4.5h and 4.5i.
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Figure 4.5: The in uence of various modeling choicesffrobusf ;; ;) as measured by AUC

and AUC, for CNNs trained on MNIST. Sub gure (a) shows the areas for single layer CNN
with increasing number of Iter, (b) shows the areas for CNNs with increasing depth, (c) shows
the effect of widening different layers in a 3 layer CNN, (d) shows the effect of changing the
activation function, (e) shows the impact of adding batch normalization, (f) shows the impact of
adding dropout, (g) shows the impact of adding skip connections in a 2 layer CNN, (H) shows the
impact of increasing the size of the convolutional kernel, and (I) shows the impact of increasing
the stride of the convolutional kernel.
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Chapter 5

Training on Foveated Images Improves
Robustness to Adversarial Attacks

5.1 Problem and Motivation

Deep Neural Networks (DNNs) are exceptionally adept at many computer vision tasks and have
emerged as one of the best models of the biological neurons involved in visual object recognition
Yamins et al. [2014], Cadieu et al. [2014]. However, their lack of robustness to subtle image per-
turbations that humans are largely invariant Szegedy et al. [2014], Geirhos et al. [2018b], Dodge
and Karam [2017] to has raised questions about their reliability in real-world scenarios. Of these
perturbations, perhaps the most alarmingadeersarial attackswhich are specially crafted dis-
tortions that can change the response of DNNs when added to their inputs Szegedy et al. [2014],
llyas et al. [2019] but are either imperceptible to humans or perceptually irrelevant enough to be
ignored by them.

While several defenses have been proposed over the years to defend DNNs against adversarial
attacks, only a few of them have sought inspiration from biological perception, which, perhaps
axiomatically, is one of the most robust perceptual systems in existence. Instead, most methods
seek taeachDNNSs to be robust to adversarial attacks by exposing them to adversarially perturbed
images Madry et al. [2018b], Wong et al. [2019a], Zhang et al. [2019] or random noise Cohen et al.
[2019a], Fischer et al. [2020], Carlini et al. [2022] during training. While this approach is highly
effective in making DNNSs robust to the types of perturbations used during training, the robustness
often does not generalize to other types of perturbations Joos et al. [2022], Sharma and Chen
[2017], Schott et al. [2018]. In contrast, biologically-inspired defenses seek to make DNNSs robust
by integrating into them biological mechanisms that would bring their behavior more in line with
human/animal vision Paiton et al. [2020], Bai et al. [2021], Dapello et al. [2020], Jonnalagadda
et al. [2022], Luo et al. [2015], Gant et al. [2021], Vuyyuru et al. [2020]. As these defenses do
not require DNNSs to be trained on any particular type of perturbation, they yield models that, like
humans, are robust to a variety of perturbations Dapello et al. [2020] in addition to adversarial
attacks. For this reason, and in light of the evidence indicating a positive correlation between
biological alignment and adversarial robustness Dapello et al. [2020], Harrington and Deza [2021],
we believe biologically inspired defenses are more promising in the long run.

Following this line of inquiry, we investigate the contribution of low- delity visual sensing that
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Figure 5.1: R-Blur adds Gaussian noise to image (a) with the xation point (red dot) to obtain

(b). It then creates a colored and a grayscaled copy of the image and applies adaptive Gaussian
blurring to them to obtain the low- delity images (c) and (d), where the numbers indicate the
standard deviation of the Gaussian kernel applied in the region bounded by the boxes. The blurred
color and gray images are combined in a pixel-wise weighted combination to obtain the nal image
(e), where the weights of the colored and gray pixels are a function of their respective estimated
acuity values (see 5.2.2).

occurs in peripheral vision to the robustness of human/animal vision. Unlike DNNs, which sense
visual stimuli at maximum delity at every point in their visual eld, humans sense most of their
visual eld inlow delity, i.e without ne-grained contrast Stewart et al. [2020] and color informa-
tion Hansen et al. [2009]. In adults with fully developed vision, only a small region (less than 1%
by area) of the visual eld around the point of xation Kolb [2005] can be sensed with high delity.
In the remainder of the visual eld (the periphery), the delity of the sensed stimuli decreases ex-
ponentially with distance from the xation point Dragoi and Tsuchitani [2020]. This phenomenon
is called “foveation”. Despite this limitation, humans can accurately categorize objects that appear
in the visual periphery into high-level classes Ramezani et al. [2019]. Meanwhile, the presence
of a small amount of noise or blurring can decimate the accuracy of an otherwise accurate DNN.
Therefore, we hypothesize that the experience of viewing the world at multiple levels of delity,
perhaps even at the same instant, causes human vision to be invariant to low-level features, such as
textures, and high-frequency patterns, that can be exploited by adversarial attacks.

In this thesis, we propode-Blur (short for Retina Blur), which simulates foveation by blurring
the image and reducing its color saturation adaptively based on the distance from a given xation
point. This causes regions further away from the xation point to appear more blurry and less
vividly colored than those closer to it. Similar to how the retina preprocesses the visual stimuli
before it reaches the visual cortex, we Wdlur to preprocess the input before it reaches the
DNN.

5.2 R-Blur Overview

To simulate the loss in contrast and color sensitivity of human perception with increasing eccen-
tricity, we proposeR-Blur, an adaptive Gaussian blurring, and color desaturation technique. The
operations performed WHy-Blur, given an image and xation point, are shown in Figure 5.1. First,
R-Blur adds Gaussian noise to the image to simulate stochastic ring rates of biological photore-
ceptors Croner et al. [1993]. It then creates color and grayscale copies of the image and estimates
the acuity of color and grayscale vision at each pixel location, using distributions that approximate
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the relationship between distance from the xation point (eccentricity) and visual acuity levels
in humans. R-Blur then appliesadaptiveGaussian blurring to both image copies such that the
standard deviation of the Gaussian kernel at each pixel in the color and the grayscale image is a
function of the estimated color and grayscale acuity at that pixel. FifBiur combines the two
blurred images in a pixel-wise weighted combination in which the weights of the colored and gray
pixels are a function of their respective estimated acuity values. Below we describe some of the
more involved operations in detail.

5.2.1 Eccentricity Computation

The distance of a pixel location from the xation point, i.e. its eccentricity, determines the stan-
dard deviation of the Gaussian kernel applied to it and the combination weight of the color and
gray images at this location. While eccentricity is typically measured radially, in this paper we
use a different distance metric that produces un-rotated square level sets. This property allows
us to ef ciently extract regions having the same eccentricity by simply slicing the image tensor.
Concretely, we compute the eccentricity of the pixel at locafigny,) as

e _ max(xp  XiliiYp Vi),
Xp:¥p — WV ’

(5.1)

where(x¢;ys ) andWy, represent the xation point and the width of the visual eld, i.e. the rect-
angular region over whicR-Blur operates and de nes the maximum image size that is expected
by R-Blur. We normalize by to make thes, ., invariant to the size of the visual eld.

5.2.2 Visual Acuity Estimation

We compute the visual acuity at each pixel location based on its eccentricity. The biological retina
contains two types of photoreceptors. The rst type, called cones, are color sensitive and give rise
to high- delity visual perception at the fovea, while the second type, called rods, are sensitive to
only illumination but not color and give rise to low- delity vision in the periphery. We devise
the following two sampling distribution§) g (e..,) andD¢ (&), to model the acuity of color and
grayscale vision, arising from the cones and rods at each pixel locétioy),

D(e;; )=max[ (g0; ); (g0, )] (5.2)
Dc(& ¢; )=D(& ¢; ) (5.3)
Dr(€ Rr; P max)= Pmax(1 D (& Rr; )); (5.4)
where (;;; )and (;;; ) arethe PDFs of the Laplace and Cauchy distribution with location

and scale parametersand , and is a parameter used to control the width of the distribution.

We set ¢ = 0:12 r =0:09 = 2:5andpmnax = 0:12 We choose the above equations and
their parameters to approximate the curves of photopic and scotopic visual acuity from Dragoi
and Tsuchitani [2020]. The resulting acuity estimates are shown in Figure 5.2b. Unfortunately,
the measured photopic and scotopic acuity curves from Dragoi and Tsuchitani [2020] cannot be
reproduced here due to copyright reasons, however, they can be viewed at https://nba.uth.tmc.edu/
neuroscience/m/s2/chapterl4.html (see Figure 14.3).
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